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Ãëàâà 1

Îáùàÿ èíôîðìàöèÿ è

âîçìîæíîñòè rspamd

Rspamd - ýòî ñèñòåìà, ïðåäíàçíà÷åííàÿ äëÿ ôèëüòðàöèè ñïàìà. Èçíà÷àëü-
íî rspamd ðàçðàáàòûâàëñÿ êàê ôèëüòð äëÿ ýëåêòðîííîé ïî÷òû, íî îí ìîæåò
ïðèìåíÿòüñÿ è äëÿ äðóãîãî òèïà ñîîáùåíèé (íàïðèìåð, äëÿ jabber èëè icq
ñîîáùåíèé). Â îñíîâå rspamd ëåæèò êîíöåïöèÿ àñèíõðîííîé îáðàáîòêè âõî-
äÿùèõ ñîîáùåíèé. Äëÿ ýòîãî ïðèìåíÿåòñÿ áèáëèîòåêà libevent. Ýòî íàêëàäû-
âàåò îïðåäåëåííûå îãðàíè÷åíèÿ íà âîçìîæíîñòè rspamd, òàê êàê äëÿ ëþáîé
áëîêèðóþùåé îïåðàöèè (íàïðèìåð, ÷òåíèå èç ñåòåâîãî ñîêåòà) íåîáõîäèìî ðå-
ãèñòðèðîâàòü îòäåëüíîå ñîáûòèå è åãî îáðàáîò÷èêà, íî äàåò ïðåèìóùåñòâà â
ñêîðîñòè ðàáîòû ñèñòåìû è óìåíüøàåò ðàçëè÷íûå ñëóæåáíûå çàòðàòû (íàïðè-
ìåð, íà ñîçäàíèå ïðîöåññîâ èëè ïîòîêîâ). Rspamd ïîääåðæèâàåò âñòðîåííûå
ôèëüòðû íà ÿçûêå lua, ÷òî ïîçâîëÿåò ïèñàòü ñîáñòâåííûå ôèëüòðû áåç íåîá-
õîäèìîñòè ïåðåñáîðêè ñèñòåìû. Rspamd íàñòðàèâàåòñÿ ïóòåì ðåäàêòèðîâàíèÿ
êîíôèãóðàöèîííîãî ôàéëà. Òàêæå èìååòñÿ óïðàâëÿþùèé èíòåðôåéñ, ïîñðåä-
ñòâîì êîòîðîãî ìîæíî ðàçëè÷íûì îáðàçîì óïðàâëÿòü ðàáîòîé ñèñòåìû è ïîëó-
÷àòü åå òåêóùåå ñîñòîÿíèå. Rspamd ïîääåðæèâàåò ðàçëè÷íûå òèïû ôèëüòðîâ:
ôèëüòðû íà îñíîâå ðåãóëÿðíûõ âûðàæåíèé, ôèëüòðû íà îñíîâå DNS çàïðîñîâ,
ôèëüòðû íà îñíîâå ñòàòèñòèêè, ôèëüòðû ïî ðàçëè÷íûì ñïèñêàì è äðóãèå òè-
ïû ôèëüòðîâ (íàïðèìåð, ôèëüòðû, íàïèñàííûå íà ÿçûêå lua è âûïîëíÿþùèå
ðàçëè÷íûå äåéñòâèÿ ïî àíàëèçó ñîîáùåíèé). Rspamd èìååò ïðîòîêîë, ñîâìå-
ñòèìûé ñ ñèñòåìîé spamassassin (â äàëüíåéøåì ïðîòîêîë spamc), à òàêæå åãî
ðàñøèðåíèå - rspamc, ïîçâîëÿþùåå ïåðåäàâàòü áîëüøå èíôîðìàöèè ôèëüòðó,
÷òî óñêîðÿåò îáðàáîòêó ñîîáùåíèé. Ñèñòåìà rspamd ñîñòîèò èç äâóõ îñíîâíûõ
÷àñòåé: ìîíèòîð ïðîöåññîâ è ïðîöåññû, îñóùåñòâëÿþùèå îáðàáîòêó (workers).
Ìîíèòîð ïðîöåññîâ îòâå÷àåò çà ñòàðò ñèñòåìû, îòêðûòèå/çàêðûòèå æóðíàëîâ
ðàáîòû, à òàêæå îáåñïå÷èâàåò íåïðåðûâíóþ ðàáîòó ðàáî÷èõ ïðîöåññîâ è èõ
ïåðåçàïóñê ïðè íåîáõîäèìîñòè.
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Ãëàâà 2

Óñòàíîâêà rspamd

2.1 Òðåáîâàíèÿ

• GNU C êîìïèëÿòîð (ðàáîòîñïîñîáíîñòü ïðîâåðÿëàñü íà gcc 4.2.1)

• cmake - http://cmake.org/ èñïîëüçóåòñÿ äëÿ êîíôèãóðàöèè ñáîðêè è ãå-
íåðàöèè Make�le. Íåîáõîäèìàÿ âåðñèÿ - íå ìåíåå 2.6.

• glib - http://ftp.gnome.org/ èñïîëüçóåòñÿ äëÿ ðàçëè÷íîãî ðîäà óòèëèò è
ñòðóêòóð õðàíåíèÿ äàííûõ (õåøè, äåðåâüÿ, ñïèñêè). Íåîáõîäèìàÿ âåðñèÿ
- íå ìåíåå 2.16.

• gmime - http://ftp.acc.umu.se èñïîëüçóåòñÿ äëÿ ðàçáîðà mime ñòðóêòóðû
ñîîáùåíèé. Íåîáõîäèìàÿ âåðñèÿ 2.2. Ðàáîòà ñ gmime 2.4 è ñòàðøå íå
ïðîâåðÿëàñü.

• lua - http://www.lua.org/ èñïîëüçóåòñÿ äëÿ ðàáîòû lua ïëàãèíîâ (áåç liblua
ðàáîòà rspamd âîçìîæíà, íî áåç ïîääåðæêè lua ïëàãèíîâ). Âåðñèÿ íåîá-
õîäèìà íå ìåíüøå, ÷åì 5.1.

• libevent - http://www.monkey.org/∼provos/libevent/ èñïîëüçóåòñÿ äëÿ êðîññ-
ïëàòôîðìåííîé îáðàáîòêè àñèíõðîííûõ ñîáûòèé, à òàêæå äëÿ îïðåäåëå-
íèÿ DNS èìåí (òàêæå àñèíõðîííîãî).

2.2 Óñòàíîâêà

Äëÿ ñáîðêè rspamd íåîáõîäèìî ñêà÷àòü àðõèâ (ñàìàÿ ñâåæàÿ âåðñèÿ ìîæåò
áûòü íàéäåíà íà http://cebka.pp.ru/dist�les/). Ïîñëå ýòîãî íåîáõîäèìî ðàñïà-
êîâàòü àðõèâ è ñêîìïèëèðîâàòü êîä:

$ tar xzf rspamd-x.x.x.tar.gz

$ cd rspamd-x.x.x

$ cmake .

$ make

Óñòàíîâêà îñóùåñòâëÿåòñÿ ñòàíäàðòíûì

# make install

4

http://cmake.org/
http://ftp.gnome.org/pub/GNOME/sources/glib/2.20/
http://ftp.acc.umu.se/pub/GNOME/sources/gmime/2.2/
http://www.lua.org/download.html
http://www.monkey.org/~provos/libevent/
http://cebka.pp.ru/distfiles/


2.3. Çàïóñê Ãëàâà 2. Óñòàíîâêà RSPAMD

Â ïðîöåññå óñòàíîâêè êîïèðóþòñÿ èñïîëíÿåìûå ôàéëû rspamd: bin/rspamd è
bin/rspamc, à òàêæå ïðèìåðû êîíôèãóðàöèè è ïëàãèíû, óñòàíàâëèâàþùèåñÿ
â êàòàëîã etc/rspamd/. Òàêæå äëÿ ÎÑ FreeBSD óñòàíàâëèâàåòñÿ ñòàðòîâûé
ñêðèïò rspamd.sh â êàòàëîã etc/rc.d.

2.3 Çàïóñê

Rspamd çàïóñêàåòñÿ ëèáî èç ñòàðòîâîãî ñêðèïòà, ëèáî íåïîñðåäñòâåííî âû-
çîâîì rspamd. Äîñòóïíûå îïöèè êîìàíäíîé ñòðîêè:

-h: Ïîêàçàòü ñïðàâî÷íóþ èíôîðìàöèþ è âûéòè
-t: Ïðîâåðèòü êîíôèãóðàöèîííûé ôàéë è âûéòè
-C: Ïîêàçàòü ñîäåðæèìîå êåøà ñèìâîëîâ è âûéòè
-V Ïîêàçàòü âñå ïåðåìåííûå rspamd è âûéòè
-f: Íå âûïîëíÿòü äåìîíèçàöèþ
-c: Óêàçàòü ïóòü äî êîíôèãóðàöèîííîãî ôàéëà (ïî óìîë÷àíèþ èñïîëüçóåòñÿ

/usr/local/etc/rspamd.conf)
-u: Ïîëüçîâàòåëü, ïîä êîòîðûì îñóùåñòâëÿòü ðàáîòó rspamd
-g: Ãðóïïà, ïîä êîòîðîé îñóùåñòâÿòü ðàáîòó rspamd
Åñëè rspamd çàïóñêàåòñÿ îò ñóïåðïîëüçîâàòåëÿ, òî ïîñëå ñîçäàíèÿ ëîã-

ôàéëà, PID-ôàéëà, à òàêæå ñîêåòîâ, ïðèíèìàþùèõ ñîåäèíåíèÿ, îñóùåñòâëÿåò-
ñÿ ñáðîñ ïðèâèëëåãèé äî ïîëüçîâàòåëÿ è ãðóïïû, óêàçàííûõ â îïöèÿõ êîìàíä-
íîé ñòðîêè (òàêèì îáðàçîì, âñå ðàáî÷èå ïðîöåññû ðàáîòàþò îò óêàçàííîãî
ïîëüçîâàòåëÿ è ãðóïïû).
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Ãëàâà 3

Îáùèå ïðèíöèïû ðàáîòû

Ïðåæäå ÷åì ïðèñòóïàòü ê íàñòðîéêå rspamd íåîáõîäèìî ïîíÿòü îñíîâíûå
ïðèíöèïû ôóíêöèîíèðîâàíèÿ ñèñòåìû.

3.1 Ïëàíèðîâàíèå è çàïóñê ðàáî÷èõ ïðîöåññîâ

Ïðè çàïóñêå rspamd ïðîèñõîäÿò ñëåäóþùèå äåéñòâèÿ:

1. Çàïóñêàåòñÿ ãëàâíûé ïðîöåññ (rspamd main)

2. Èíèöèàëèçèðóþòñÿ êîíôèãóðàöèîííûå ïàðàìåòðû ïî óìîë÷àíèþ

3. ×èòàþòñÿ ïàðàìåòðû êîìàíäíîé ñòðîêè

4. Íàñòðàèâàåòñÿ æóðíàëèðîâàíèå îøèáîê â òåðìèíàë

5. ×èòàåòñÿ è ïàðñèòñÿ êîíôèãóðàöèîííûé ôàéë

6. Èíèöèàëèçèðóþòñÿ ìîäóëè

7. Ìîäóëè ÷èòàþò ñâîè êîíôèãóðàöèîííûå ïàðàìåòðû

8. Óñòàíàâëèâàþòñÿ ëèìèòû

9. Íàñòðàèâàåòñÿ æóðíàëèðîâàíèå, óêàçàííîå â êîíôèãóðàöèîííîì ôàéëå

10. Ïðîèñõîäèò äåìîíèçàöèÿ (åñëè íå óêàçàí ôëàã -f)

11. Íàñòðàèâàåòñÿ îáðàáîòêà ñèãíàëîâ ãîëîâíûì ïðîöåññîì

12. Çàïèñûâàåòñÿ PID-ôàéë

13. Èíèöèàëèçèðóþòñÿ lua ïëàãèíû

14. Èíèöèàëèçèðóåòñÿ ïîäñèñòåìà ñîáûòèé è mime ïàðñåð

15. Çàãðóæàåòñÿ êåø ñèìâîëîâ

16. Ïîðîæäàþòñÿ ðàáî÷èå ïðîöåññû (ñáðîñ ïðèâèëëåãèé îñóùåñòâëÿåòñÿ ñðà-
çó æå ïîñëå âûçîâà fork)
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3.2. Ëîãèêà îáðàáîòêè ñîîáùåíèé Ãëàâà 3. Îáùèå ïðèíöèïû ðàáîòû

17. Íà÷èíàåòñÿ öèêë îáðàáîòêè ñèãíàëîâ

Ãîëîâíîé ïðîöåññ rspamd ðåàãèðóåò íà ñëåäóþùèå ñèãíàëû:

• SIGTERM - ïîñëàòü âñåì ðàáî÷èì ïðîöåññàì SIGTERM, äîæäàòüñÿ èõ
çàâåðøåíèÿ è âûéòè

• SIGINT - òî æå, ÷òî è SIGTERM

• SIGHUP - ïåðåèíèöèàëèçèðîâàòü æóðíàëèðîâàíèå è ïîðîäèòü íîâûå ðà-
áî÷èå ïðîöåññû, çàâåðøèâ ñòàðûå (ïðè ýòîì, ñóùåñòâóþùèå ðàáî÷èå
ïðîöåññû çàâåðøàþò ðàáîòó, îáðàáîòàâ óæå ïîëó÷åííûå ñîåäèíåíèÿ)

• SIGCHLD - ãîëîâíîé ïðîöåññ ïîëó÷àåò ýòîò ñèãíàë ïðè çàâåðøåíèè ðà-
áîòû ðàáî÷åãî ïðîöåññà. Åñëè ðàáî÷èé ïðîöåññ çàâåðøèëñÿ íåêîððåêòíî,
òî ïëàíèðóåòñÿ åãî ïåðåçàïóñê ÷åðåç 2 ñåêóíäû.

• SIGUSR2 - ïðèõîäèò îò ðàáî÷åãî ïðîöåññà, êîãäà òîò óñïåøíî èíèöèàëè-
çèðóåòñÿ

• SIGALARM - ñèãíàëèçèðóåò î íåîáõîäèìîñòè çàïóñêà ðàáî÷åãî ïðîöåññà,
êîòîðûé áûë çàïëàíèðîâàí ïîñëå ïîëó÷åíèÿ SIGCHLD

Òàêèì îáðàçîì, ãîëîâíîé ïðîöåññ îòâå÷àåò çà èíèöèàëèçàöèþ, êîíôèãóðàöèþ,
ðàáîòó ñ PID-ôàéëîì, ðàáîòó ñ æóðíàëèðîâàíèåì, à òàêæå çà ïîðîæäåíèå ðà-
áî÷èõ ïðîöåññîâ. Â õîäå ðàáîòû ãîëîâíîé ïðîöåññ ïîñòîÿííî ñëåäèò çà ðàáîòîé
ðàáî÷èõ ïðîöåññîâ è îáåñïå÷èâàåò ïåðåçàïóñê íåêîððåêòíî çàâåðøèâøèõñÿ ðà-
áî÷èõ ïðîöåññîâ. Äëÿ ðîòàöèè ôàéëîâ æóðíàëèðîâàíèÿ ðàáî÷åìó ïðîöåññó
íåîáõîäèìî ïîñëàòü ñèãíàë SIGHUP.

3.2 Ëîãèêà îáðàáîòêè ñîîáùåíèé

Èíèöèàëèçàöèÿ ðàáî÷åãî ïðîöåññà ïðåäåëüíî ïðîñòà: ïðîèñõîäèò ïåðåè-
íèöèàëèçàöèÿ libevent, à òàêæå èíèöèàëèçàöèÿ DNS resolver'à. Ïîñëå ýòîãî
ðàáî÷èé ïðîöåññ óñòàíàâëèâàåò îáðàáîò÷èê ãîòîâíîñòè ê ÷òåíèþ ñëóøàþùåãî
ñîêåòà (ýòîò ñîêåò ñîçäàåòñÿ â ãîëîâíîì ïðîöåññå è ïåðåäàåòñÿ ðàáî÷åìó ïðî-
öåññó êàê ïàðàìåòð). Ïðè ãîòîâíîñòè ê ÷òåíèþ íà ñëóùàþùåì ñîêåòå ðàáî÷èé
ïðîöåññ ñîçäàåò íîâûé îáúåêò òèïà worker_task è äåëàåòñÿ accept íà ñëóøàþ-
ùåì ñîêåòå. Ïîñëå ýòîãî rspamd îáðàáàòûâàåò ïðîòîêîë rspamc (èëè æå spamc)
è ÷èòàåò ñîîáùåíèå. Ïîñëå îêîí÷àíèÿ ïîëó÷åíèÿ ñîîáùåíèÿ rspamd äåêîäè-
ðóåò åãî ñîäåðæèìîå è íà÷èíàåò îáðàáîòêó. Äëÿ áîëåå ïðîñòîãî èçëîæåíèÿ
ïðèíöèïîâ ðàáîòû rspamd íåîáõîäèìî îïèñàòü íåêîòîðûå ïîíÿòèÿ:

• Ñèìâîë - ýòî ïðàâèëî ôèëüòðàöèè rspamd, íàïðèìåð, íåêîòîðîå ðåãóëÿð-
íîå âûðàæåíèå èëè æå çàïðîñ ê DNS èëè æå ëþáîå äðóãîå äåéñòâèå. Ñèì-
âîë èìååò ñîáñòâåííûé âåñ è èìÿ. Òàêèì îáðàçîì, ñèìâîë ìîæíî ñ÷èòàòü
ðåçóëüòàòîì ðàáîòû îäíîãî ïðàâèëà ôèëüòðàöèè. Åñëè ýòî ïðàâèëî ñðà-
áîòàëî, òî îíî äîáàâëÿåò ñèìâîë ñ îïðåäåëåííûì âåñîì è àòðèáóòàìè,
åñëè íåò, òî ñèìâîë íå äîáàâëÿåòñÿ.

• Ìåòðèêà - ýòî íàáîð ëîãè÷åñêè ñâÿçàííûõ ïðàâèë è ñâÿçàííûõ ñ íèìè
ñèìâîëîâ. Òàêàÿ ãðóïïà èìååò ñâîé ïðåäåë î÷êîâ, ïîñëå íàáîðà êîòîðûõ
ñîîáùåíèå ñ÷èòàåòñÿ ïî ýòîé ìåòðèêå ñïàìîì. Î÷êè ôîðìèðóþòñÿ ïîñëå
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3.2. Ëîãèêà îáðàáîòêè ñîîáùåíèé Ãëàâà 3. Îáùèå ïðèíöèïû ðàáîòû

ïîäñ÷åòà âåñîâ ñèìâîëîâ, äîáàâëåííûõ â ìåòðèêó (ïðè ýòîì, ðàçóìååò-
ñÿ, íåñðàáîòàâøèå ïðàâèëà ñèìâîëîâ íå äîáàâëÿþò è èõ âåñ ðàâåí íóëþ)
è îáðàáîòêè ýòèõ âåñîâ ôóíêöèåé êîíñîëèäàöèè. Ïî óìîë÷àíèþ òàêîé
ôóíêöèåé ÿâëÿåòñÿ ôóíêöèÿ-ôàêòîðèçàòîð, êîòîðàÿ ïðîñòî ñ÷èòàåò âåñ
êàæäîãî ñèìâîëà ðàâíûì êîíñòàíòå, çàäàííîé â êîíôèãóðàöèîííîì ôàé-
ëå äëÿ ýòîãî ñèìâîëà, íàïðèìåð, ñëåäóþùèå ïàðàìåòðû â êîíôèãóðàöè-
îííîì ôàéëå çàäàþò âåñ ñèìâîëà MIME_HTML_ONLY ðàâíûé îäíîìó,
à âåñ ñèìâîëà FAKE_HTML - âîñüìè:

"MIME_HTML_ONLY" = 1;

"FAKE_HTML" = 8;

• Ìîäóëü - ýòî íàáîð ïðàâèë rspamd, êîòîðûé îáåñïå÷èâàåò îáùèå ïðîâåð-
êè. Íàïðèìåð, ìîäóëü ïðîâåðêè ðåãóëÿðíûõ âûðàæåíèé èëè ìîäóëü ïðî-
âåðêè URL'åé ïî �÷åðíûì� ñïèñêàì. Ìîäóëè òàêæå ìîãóò áûòü íàïèñàíû
íà ÿçûêå LUA. Êàæäûé ìîäóëü ðåãèñòðèðóåò ñèìâîëû, ñîîòâåòñòâóþùèå
ñêîíôèãóðèðîâàííûì â íåì ïðàâèëàì, â òàáëèöå ñèìâîëîâ çàäàííîé ìåò-
ðèêè (èëè ìåòðèêè ïî óìîë÷àíèþ �default�).

• Òàáëèöà ñèìâîëîâ ìåòðèêè - ýòî òàáëèöà, õðàíÿùàÿ äàííûå î çàðåãè-
ñòðèðîâàííûõ ñèìâîëàõ, òàáëèöà îòñîðòèðîâàíà, ÷òîáû îáåñïå÷èòü ïðî-
âåðêó ñàìûõ �óäîáíûõ� ïðàâèë â ïåðâóþ î÷åðåäü. Êðèòåðèé �óäîáíîñòè�
ñîñòàâëÿåòñÿ èç òðåõ ñîñòàâëÿþùèõ: âåñà ïðàâèëà, ÷àñòîòû åãî ñðàáàòû-
âàíèÿ è âðåìåíè åãî âûïîëíåíèÿ. ×åì áîëüøå âåñ, ÷àñòîòà ñðàáàòûâàíèÿ
è ìåíüøå âðåìÿ âûïîëíåíèÿ, òåì ðàíüøå áóäåò ïðîâåðåíî ýòî ïðàâèëî.

• Êëàññèôèêàòîð - ýòî àëãîðèòì, îáåñïå÷èâàþùèé îïðåäåëåíèå ïðèíàä-
ëåæíîñòè ñîîáùåíèÿ ê êàêîìó-ëèáî êëàññó. Êëàññ îïðåäåëÿåòñÿ ñèìâî-
ëîì (íàïðèìåð ñèìâîë SPAM, èìåþùèé âåñ 5 è ñèìâîë HAM, èìåþùèé
âåñ -5). Ïðèíàäëåæíîñòü ê êëàññó îáåñïå÷èâàåòñÿ ëèáî ñòàòèñòè÷åñêè,
ïóòåì ðàçáîðà òåêñòà ñîîáùåíèÿ íà òîêåíû è ñðàâíåíèÿ ñ èçâåñòíûìè òî-
êåíàìè, õðàíÿùèìèñÿ íà äèñêå â âèäå ôàéëà òîêåíîâ (stat�le), ëèáî æå
èíûì àëãîðèòìîì (íàïðèìåð, íåéðîñåòüþ). Â ðåçóëüòàòå ðàáîòû êëàñ-
ñèôèêàòîðà îïðåäåëÿåòñÿ ñîîòâåòñòâèå ñîîáùåíèÿ êàêîìó-ëèáî êëàññó
è äîáàâëåíèÿ ñîîòâåòñòâóþùåãî ýòîìó êëàññó ñèìâîëà. Êëàññèôèêàòîð
îòëè÷àåòñÿ îò îáû÷íîãî ìîäóëÿ òåì, ÷òî îí íå ïðîñòî ïðîâåðÿåò êàêèå-
ëèáî õàðàêòåðèñòèêè ñîîáùåíèÿ, à ñðàâíèâàåò ñîäåðæàíèå ñîîáùåíèÿ ñ
èçâåñòíûìè åìó íàáîðàìè. Òî åñòü, êëàññèôèêàòîð äëÿ åãî ðàáîòû íåîá-
õîäèìî îáó÷àòü íà ðàçëè÷íûõ íàáîðàõ. Â íàñòîÿùåå âðåìÿ â rspamd ðå-
àëèçîâàí àëãîðèòì êëàññèôèêàöèè winnow è ðàçáîðà íà òîêåíû OSB. Î
íèõ áóäåò íàïèñàíî â äàëüíåéøåì.

Îáðàáîòêà îñóùåñòâëÿåòñÿ ïî ñëåäóþùåé ëîãèêå:

• äëÿ êàæäîé ìåòðèêè âûáèðàåòñÿ òàáëèöà ñèìâîëîâ è âûáèðàþòñÿ ïî
î÷åðåäè ñèìâîëû (ïî ñòåïåíè �óäîáíîñòè�)

• äëÿ êàæäîãî ñèìâîëà âûçûâàåòñÿ ñîîòâåòñòâóþùåå ïðàâèëî

• ïîñëå âûçîâà î÷åðåäíîãî ïðàâèëà ïðîâåðÿåòñÿ, íå ïðåâûñèë ëè ðåçóëüòàò
ìåòðèêè ïîðîãîâîãî ðåçóëüòàòà
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3.2. Ëîãèêà îáðàáîòêè ñîîáùåíèé Ãëàâà 3. Îáùèå ïðèíöèïû ðàáîòû

• ïðè ïðåâûøåíèè ïîðîãà ñîîáùåíèå ñ÷èòàåòñÿ ïî ýòîé ìåòðèêå ñïàìîì è
áîëüøå ñèìâîëîâ èç ýòîé ìåòðèêè íå ïðîâåðÿåòñÿ

• äëÿ ñîîáùåíèÿ ïðîâåðÿåòñÿ ïðèíàäëåæíîñòü ê êàêîìó-ëèáî êëàññó äëÿ
êîððåêòèðîâêè ðåçóëüòàòà

• ïîñëå îïðåäåëåíèÿ ïðèíàäëåæíîñòè ê êëàññó ïðîèñõîäèò îêîí÷àòåëüíûé
ïåðåñ÷åò î÷êîâ ïî ìåòðèêå è ïðè ñîâïàäåíèè êðèòåðèåâ àâòîîáó÷åíèÿ
ïðîèñõîäèò àâòîîáó÷åíèå êëàññèôèêàòîðà

Ïîñëå îáðàáîòêè ñîîáùåíèé äëÿ êàæäîé èç ìåòðèê âûâîäèòñÿ ðåçóëüòàò. Åñëè
èñïîëüçóåòñÿ ïðîòîêîë spamc, òî ñ÷èòàåòñÿ òîëüêî ìåòðèêà �default�, à äîïîë-
íèòåëüíûå ìåòðèêè äîáàâëÿþòñÿ êàê çàãîëîâêè âèäà X-Spam-Status: metric;
result. Äëÿ ïðîòîêîëà rspamc âûâîäÿòñÿ ðåçóëüòàòû âñåõ ìåòðèê, ÷òî ïîçâîëÿ-
åò íàñòðàèâàòü ðàçëè÷íûå ãðóïïû ïðàâèë è îñóùåñòâëÿòü ôèëüòðàöèþ ñîîá-
ùåíèé íå òîëüêî êàê spam/ham, à çàäàâàòü ðàçëè÷íûå êðèòåðèè îöåíêè.
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Ãëàâà 4

Íàñòðîéêà rspamd

4.1 Îáùèå ïðàâèëà íàñòðîéêè

Ôàéë êîíôèãóðàöèè rspamd èìååò ñëåäóþùèé ñèíòàêñèñ:

param = value;

Òî÷êà ñ çàïÿòîé ÿâëÿåòñÿ îáÿçàòåëüíîé â êîíöå êàæäîé äèðåêòèâû. Íåêîòî-
ðûå äèðåêòèâû ÿâëÿþòñÿ ñîñòàâíûìè è îáðàìëÿþòñÿ ôèãóðíûìè ñêîáêàìè,
íàïðèìåð:

section {

param = value;

};

Òàêæå ïîçâîëÿåòñÿ âêëþ÷àòü äðóãèå ôàéëû (òî÷êà ñ çàïÿòîé â êîíöå äèðåê-
òèâû íå íóæíà):

.include /path/to/file

Â êîíôèãóðàöèîííîì ôàéëå äîïóñêàåòñÿ îïðåäåëÿòü è èñïîëüçîâàòü ïåðåìåí-
íûå:

$var = "some text";

param = "${var}";

Ïðèâåäåííûé ôðàãìåíò îïðåäåëÿåò ïåðåìåííóþ $var è ïðèñâàèâàåò ïàðàìåò-
ðó �param� çíà÷åíèå �some text�. Ïåðåìåííûå èìåþò ãëîáàëüíóþ îáëàñòü äåé-
ñòâèÿ, îáðàìëåíèå ïåðåìåííûõ ôèãóðíûìè ñêîáêàìè ïðè èñïîëüçîâàíèè (âèäà
${some_variable}) îáÿçàòåëüíî. Áîëüøèíñòâî ñòðîê êîíôèãóðàöèîííîãî ôàéëà
îáðàìëÿåòñÿ äâîéíûìè êàâû÷êàìè. Îäèíàðíûå êàâû÷êè ïðèìåíÿþòñÿ òîëüêî
ïðè êîíôèãóðàöèè ìîäóëÿ (ýòî ïîâåäåíèå ïîäëåæèò ïåðåñìîòðó â ñëåäóþùèõ
âåðñèÿõ):

.module 'name' {

param = "value";

};

10



4.2. Îáùèå ïàðàìåòðû êîíôèãóðàöèè Ãëàâà 4. Íàñòðîéêà RSPAMD

4.1.1 Îïðåäåëåíèÿ ñïèñêîâ

Â rspamd ìíîãèå ïàðàìåòðû çàäàþòñÿ â âèäå ñïèñêîâ. Ñïèñêè çàäàþòñÿ
ññûëêîé íà ôàéë èëè æå http ðåñóðñ. Îñíîâíîå îòëè÷èå òàêèõ ôàéëîâ â òîì,
÷òî rspamd ïðîâåðÿåò èçìåíåíèÿ â òàêèõ ôàéëàõ (ïðèìåðíî ðàç â ìèíóòó,
èñïîëüçóÿ ñëó÷àéíûé ðàçáðîñ) è ïåðåãðóæàåò ñïèñêè ïðè èõ ìîäèôèêàöèè.
Òàêèì æå îáðàçîì îðãàíèçîâàíà çàãðóçêà ñïèñêîâ ÷åðåç http, òîëüêî âìåñòî
modi�cation time èñïîëüçóåòñÿ HTTP 1.1 çàãîëîâîê If-Modi�ed-Since, â îòâåò
íà êîòîðûé http ñåðâåð ìîæåò âûäàòü îòâåò 304: Not modi�ed, â òàêîì ñëó÷àå
rspamd íå ïåðå÷èòûâàåò ñïèñîê. Ñïèñêàìè çàäàþòñÿ òå ïàðàìåòðû, êîòîðûå
ìîãóò ñîäåðæàòü ìíîãî çíà÷åíèé è êîòîðûå ìîãóò ÷àñòî ìåíÿòüñÿ. Äëÿ òîãî,
÷òîáû íå ïðèõîäèëîñü âûïîëíÿòü ïåðåçàïóñê rspamd ñïèñêè ïåðå÷èòûâàþòñÿ
ïî ìåðå èõ îáíîâëåíèÿ. Îïðåäåëåíèÿ ñïèñêîâ âûãëÿäÿò ñëåäóþùèì îáðàçîì:

• http ñïèñîê:

param = "http://test.ru:81/some/path.php";

param = "http://test.ru/some/other.txt";

• �le ñïèñîê:

param = "file:///var/run/rspamd/some.file";

4.2 Îáùèå ïàðàìåòðû êîíôèãóðàöèè

Îáùèå ïàðàìåòðû íå ïðèíàäëåæàò íèêàêîé ñåêöèè è ïîçâîëÿþò çàäàâàòü
îáùèå íàñòðîéêè ñèñòåìû.

• pid�le - ïóòü äî PID-ôàéëà:

pidfile = "/var/run/rspamd.pid";

• stat�le_pool_size - ðàçìåð ïóëà ôàéëîâ ñòàòèñòèêè â ïàìÿòè. Ìîæåò
áûòü ñ ñóôôèêñîì, îïðåäåëÿþùèì åäèíèöû èçìåðåíèå (ïî óìîë÷àíèþ
áàéòû): K - êèëîáàéòû, M - ìåãàáàéòû, G - ãèãàáàéòû.

statfile_pool_size = 40M;

• raw_mode - åñëè ýòîò ïàðàìåòð ðàâåí �yes�, òî rspamd íå îñóùåñòâëÿåò
ïåðåêîäèðîâêó ñîîáùåíèé â utf8, â ýòîì ðåæèìå ïðîâåðêà ñîîáùåíèé
îñóùåñòâëÿåòñÿ áûñòðåå, íî ïðè ýòîì îäèíàêîâûå ñîîáùåíèÿ â ðàçíûõ
êîäèðîâêàõ áóäóò îáðàáàòûâàòüñÿ êàê ðàçíûå.

raw_mode = yes;

• �lters - ñòðîêà, ñîäåðæàùàÿ ñïèñîê âêëþ÷åííûõ ìîäóëåé, èìåíà ìîäóëåé
ðàçäåëÿþòñÿ çàïÿòûìè è/èëè ïðîáåëàìè.

filters = "surbl,regexp,chartable,emails";
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4.3. Íàñòðîéêà ïðîöåññîâ Ãëàâà 4. Íàñòðîéêà RSPAMD

4.3 Íàñòðîéêà ïðîöåññîâ

Äàííûå ñåêöèè ñëóæàò äëÿ îïðåäåëåíèÿ ïàðàìåòðîâ ðàáî÷èõ ïðîöåññîâ.
Îáùèå ïàðàìåòðû ðàáî÷åãî ïðîöåññà:

• type - òèï ðàáî÷åãî ïðîöåññà:

� normal - îáû÷íûé ïðîöåññ îáðàáîòêè ñîîáùåíèé

� controller - óïðàâëÿþùèé ïðîöåññ

� lmtp - ïðîöåññ îáðàáîòêè ñîîáùåíèé ïî ïðîòîêîëó lmtp

� fuzzy - õðàíèëèùå õåøåé

type = "normal";

• bind_socket - ïàðàìåòðû ñëóøàþùåãî ñîêåòà ïðîöåññà, ìîæåò îïðåäå-
ëÿòü ëèáî tcp ñîêåò, ëèáî unix ñîêåò:

� host:port - îñóùåñòâëÿåò bind íà óêàçàííûå host è port

� *:port - îñóùåñòâëÿåò bind íà óêàçàííûå port íà âñåõ ëîêàëüíûõ àä-
ðåñàõ

� /path/to/socket - îñóùåñòâëÿåò bind íà óêàçàííûé unix socket

bind_socket = localhost:11334;

• count - êîëè÷åñòâî ïðîöåññîâ äàííîãî òèïà. Ïî óìîë÷àíèþ ýòî ÷èñëî
ðàâíî ÷èñëó ëîãè÷åñêèõ ïðîöåññîðîâ â ñèñòåìå.

count = 1;

Äëÿ ïðîöåññîâ òèïà �controller� ìîæíî òàêæå óêàçàòü ïàðîëü äëÿ ïðèâèëëåãè-
ðîâàííûõ êîìàíä ïàðàìåòðîì password, à äëÿ ïðîöåññîâ òèïà �fuzzy� íåîáõî-
äèìî óêàçàòü ïóòü ê ôàéëó, êîòîðûé áóäåò èñïîëüçîâàí êàê õðàíèëèùå õåøåé
ïàðàìåòðîì hash�le. Ïðèìåð íàñòðîéêè ðàáî÷èõ ïðîöåññîâ:

worker {

type = "normal";

count = 1;

bind_socket = *:11333;

};

worker {

type = "controller";

bind_socket = localhost:11334;

count = 1;

password = "q1";

};

worker {

type = "fuzzy";

bind_socket = localhost:11335;

count = 1;

hashfile = "/tmp/fuzzy.db";

};
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4.4. Íàñòðîéêè æóðíàëèðîâàíèÿ Ãëàâà 4. Íàñòðîéêà RSPAMD

4.4 Íàñòðîéêè æóðíàëèðîâàíèÿ

Äàííûå íàñòðîéêè îïðåäåëÿþò òèï æóðíàëèðîâàíèÿ è åãî ïàðàìåòðû.

• log_type - òèï æóðíàëèðîâàíèÿ:

� console - æóðíàëèðîâàíèå â stderr

� syslog - æóðíàëèðîâàíèå ÷åðåç syslog

� �le - æóðíàëèðîâàíèå â ôàéë

log_type = console;

• log_level - óðîâåíü âåäåíèÿ æóðíàëà

� DEBUG - æóðíàëèðîâàíèå îòëàäî÷íîé èíôîðìàöèè

� INFO - æóðíàëèðîâàíèå èíôîðìàöèîííûõ ñîáûòèé

� WARN - æóðíàëèðîâàíèå òîëüêî ïðåäóïðåæäåíèé

� ERROR - æóðíàëèðîâàíèå òîëüêî îøèáîê

log_level = INFO;

• log_facility - èñïîëüçóåòñÿ äëÿ æóðíàëèðîâàíèÿ â syslog è îïðåäåëÿåò
íàçíà÷åíèå ñîîáùåíèé. Áîëåå ïîäðîáíî îá ýòîì ìîæíî óçíàòü èç man
syslog.

log_facility = "LOG_MAIL";

• log_�le - èñïîëüçóåòñÿ äëÿ æóðíàëèðîâàíèÿ â ôàéë è ïóòü ê ôàéëó æóð-
íàëà.

log_file = "/var/log/rspamd.log";

Ïðèìåð íàñòðîéêè æóðíàëèðîâàíèÿ:

logging {

log_type = file;

log_level = INFO;

log_file = "/var/log/rspamd.log"

};

4.5 Íàñòðîéêè ìåòðèêè

Äëÿ íàñòðîåê ìåòðèê èñïîëüçóþòñÿ ñåêöèè �metric�. Îñíîâíûå ïàðàìåòðû
ìåòðèê:

• name - èìÿ ìåòðèêè.

name = "default";

• required_score - ìèíèìàëüíîå ÷èñëî î÷êîâ, íåîáõîäèìîå, ÷òîáû ñîîáùå-
íèå ñ÷èòàëîñü ñïàìîì ïî äàííîé ìåòðèêå.
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required_score = 10;

• cache_�le - ïóòü äî ôàéëà, ñîäåðæàùåãî êåø ñèìâîëîâ ìåòðèêè (èñ-
ïîëüçóåòñÿ, ÷òîáû ñîõðàíèòü ñòàòèñòèêó �óäîáíîñòè� ñèìâîëîâ ìåòðèêè,
÷òîáû ïðè ïåðåçàïóñêå rspamd íå òåðÿòü íàêîïëåííûõ äàííûõ).

cache_file = "/var/run/rspamd/metric.cache";

Ïðèìåð íàñòðîéêè ìåòðèêè:

metric {

name = "default";

required_score = 10.1;

cache_file = "/tmp/symbols.cache";

};

4.6 Íàñòðîéêà êëàññèôèêàòîðîâ

Äëÿ íàñòðîéêè êëàññèôèêàòîðîâ èñïîëüçóþòñÿ ñåêöèè �classi�er�. Îáùèå
íàñòðîéêè êëàññôèêàòîðà:

• type - àëãîðèòì êëàññèôèêàòîðà (â íàñòîÿùåå âðåìÿ îïðåäåëåí òîëüêî
�winnow�).

type = "winnow";

• tokenizer - àëãîðèòì ðàçáèåíèÿ ñîîáùåíèÿ íà òîêåíû (â íàñòîÿùåå âðåìÿ
îïðåäåëåí òîëüêî �osb-text�).

tokenizer = "osb-text";

Òàêæå êàæäûé êëàññèôèêàòîð ìîæåò ñîäåðæàòü îïðåäåëåíèÿ êëàññîâ è ñîîò-
âåòñòâóþùèõ èì ôàéëîâ òîêåíîâ. Äëÿ ýòîãî èñïîëüçóåòñÿ ïîäñåêöèÿ stat�le,
ñîäåðæàùàÿ ñëåäóþùèå ïàðàìåòðû:

• symbol - èìÿ êëàññà è èìÿ ñèìâîëà, èñïîëüçóåìîãî äëÿ äàííîãî êëàññà.

symbol = "WINNOW_SPAM";

• path - ïóòü äî ôàéëà.

path = "/var/run/rspamd/winnow.spam";

• size - ðàçìåð äàííîãî ôàéëà. Òàêæå ìîæåò èìåòü ñóôôèêñ ðàçìåðíîñòè.

size = 100M;

Âíóòðè êàæäîãî îïðåäåëåíèÿ êëàññà ìîæíî èñïîëüçîâàòü ïîäñåêöèþ autolearn,
îïðåäåëÿþùóþ óñëîâèÿ, ïðè êîòîðûõ ïðîèñõîäèò àâòîìàòè÷åñêîå îáó÷åíèå
äàííîãî êëàññà. Ñåêöèÿ èìååò ñëåäóþùèå ïàðàìåòðû:

• min_mark - ìèíèìàëüíîå ÷èñëî î÷êîâ, ïðè êîòîðîì îñóùåñòâëÿåòñÿ îáó-
÷åíèå.
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min_mark = 10.1;

• max_mark - ìàêñèìàëüíîå ÷èñëî î÷êîâ, ïðè êîòîðîì îñóùåñòâëÿåòñÿ
îáó÷åíèå.

max_mark = 0.1;

Àâòîîáó÷åíèå ïðîèñõîäèò, åñëè äàííîå ñîîáùåíèå îòâå÷àåò äàííûì êðèòåðè-
ÿì. Òî åñòü, ëîãè÷íî îáó÷àòü êëàñèôèêàòîð HAM ñîîáùåíèÿìè, óêàçàâ ìàê-
ñèìàëüíîå êîëè÷åñòâî î÷êîâ, áëèçêîå ê íóëþ è SPAM ñîîáùåíèÿìè, óêàçàâ
ìèíèìàëüíîå ÷èñëî î÷êîâ, áëèçêîå ê ñðàáàòûâàíèþ òðèããåðà SPAM äëÿ äàí-
íîé ìåòðèêè. Òàêèì îáðàçîì, êëàññèôèöèðóåìûå êàê ñïàì ñîîáùåíèÿ îáó÷à-
þò êëàññ SPAM, à êëàññèôèöèðóåìûå êàê HAM (òî åñòü, íà íèõ íå ñðàáîòàëè
ïðàâèëà ìåòðèêè) - îáó÷àþò êëàññ HAM.

Ïðèìåð îïðåäåëåíèÿ êëàññèôèêàòîðà:

classifier {

type = "winnow";

tokenizer = "osb-text";

statfile {

symbol = "WINNOW_SPAM";

path = "/tmp/test.spam";

size = 10M;

autolearn {

min_mark = 10.0;

};

};

statfile {

symbol = "WINNOW_HAM";

path = "/tmp/test.ham";

size = 10M;

autolearn {

max_mark = 0.1;

};

};

};

4.6.1 Íàñòðîéêà ñèíõðîíèçàöèè ñòàòèñòèêè

Ñòàòèñòè÷åñêèå äàííûå ìîæíî ñèíõðîíèçèðîâàòü ìåæäó íåñêîëüêèìè rspamd.
Äëÿ ýòîãî èñïîëüçóåòñÿ master/slave ñèíõðîíèçàöèÿ è áèíàðíûé ëîã èçìåíåíèé
â ñòàòèñòè÷åñêîì ôàéëå. Äëÿ íàñòðîéêè ñèíõðîíèçàöèè èñïîëüçóþòñÿ ñëåäó-
þùèå ïàðàìåòðû ïðè îïðåäåëåíèè ñòàòèñòè÷åñêîãî ôàéëà:

statfile {

...

binlog = "slave";

binlog_master = "somehost:11334";

...
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};

...

statfile {

...

binlog = "master";

...

};

Ïðè íàñòðîéêå slave äëÿ ñèíõðîíèçàöèè óêàçûâàåòñÿ àäðåñ master äëÿ äàííîãî
ôàéëà. Ýòîò àäðåñ ôàêòè÷åñêè ÿâëÿåòñÿ àäðåñîì êîíòðîëëåðà, êîòîðûé ñêîí-
ôèãóðèðîâàí ðàáîòàòü ñ äàííûì ôàéëîì êàê master. Åñëè rspamd íàñòðîåí
ðàáîòàòü ñ äàííûì ôàéëîì ñòàòèñòèêè êàê master, òî ñîçäàåòñÿ ñïåöèàëüíûé
ôàéë ñ òàêèì æå èìåíåì, êàê ôàéë ñòàòèñòèêè, íî èìåþùèì ñóôôèêñ .binlog.
Â äàííûé ôàéë çàïèñûâàþòñÿ ðåâèçèè è èçìåíåíèÿ, âíåñåííûå â ôàéë ñòà-
òèñòèêè. Äàííûé ôàéë õðàíèò ôèêñèðîâàííîå ÷èñëî èçìåíåíèé è ðîòèðóåòñÿ
ïðè ïåðåïîëíåíèè. Ñèíõðîíèçàöèÿ ïðîèçâîäèòñÿ âñåìè slave õîñòàìè ñ ïðî-
ìåæóòêîì îò 1-é äî 2-õ ìèíóò. Ïðè ýòîì, íåò ðàçíèöû, â êàêîì ñîñòîÿíèè
áûë ôàéë ñòàòèñòèêè íà slave õîñòå - ïîñëå ñèíõðîíèçàöèè ôàéë ñòàòèñòèêè
íà slave áóäåò â òî÷íîñòè ñîâïàäàòü ñ ôàéëîì ñòàòèñòèêè íà master'å. Îáíîâ-
ëåíèÿ ôàéëîâ ñòàòèñòèêè ÿâëÿþòñÿ èíêðåìåíòàëüíûìè, òî åñòü ïåðåäàþòñÿ
òîëüêî èçìåíåíèÿ, à íå ôàéëû öåëèêîì. Ñèíõðîíèçàöèÿ ôàéëîâ ñòàòèñòèêè
ïîçâîëÿåò ëåãêî ïîñòðîèòü êëàñòåð rspamd, êîòîðûå ðàáîòàþò è îáó÷àþòñÿ
èäåíòè÷íî (õîòÿ îáó÷åíèå äîëæíî ïðîèçâîäèòüñÿ ÷åðåç êîíòðîëëåð ìàñòåðà).

4.7 Íàñòðîéêà êîýôôèöèåíòîâ ñèìâîëîâ

Äëÿ íàñòðîéêè êîýôôèöèåíòîâ ïðèìåíÿåòñÿ ñåêöèÿ �factors�. Äàííàÿ ñåê-
öèÿ ñîñòîèò èç íàáîðà îïðåäåëåíèé âèäà

"ÑÈÌÂÎË" = âåñ;

íàïðèìåð:

"R_UNDISC_RCPT" = 5;

"MISSING_MID" = 3;

"R_RCVD_SPAMBOTS" = 3;

"R_TO_SEEMS_AUTO" = 3;

"R_MISSING_CHARSET" = 5;

Â ñåêöèè ¾factors¿ òàêæå ìîæíî çàäàòü ïàðàìåòð grow_factor, êîòîðûé çàäàåò
êîýôôèöèåíò ïðèðàùåíèÿ ïðè äîáàâëåíèè ñèìâîëîâ â ìåòðèêó. Ðàáîòàåò ýòî
òàê: äîïóñòèì, äîáàâëÿåòñÿ ïåðâûé ñèìâîë - åãî ðåàëüíûé âåñ áóäåò ðàâåí 1 *
factor (òî åñòü, åñëè factor ðàâåí 1, òî è ðåàëüíûé âåñ áóäåò ðàâåí 1), ïîñëå ÷åãî
ñëåäóþùèé ñèìâîë áóäåò èìåòü ðåàëüíûé âåñ grow_factor * factor (íàïðèìåð,
åñëè grow_factor = 1.1, òî ðåàëüíûé âåñ áóäåò 1.1 * factor), äàëåå ñëåäóþùèé
áóäåò èìåòü âåñ (1 + ((grow_factor) - 1)*2)*factor (òî åñòü, ïðè ïðåäûäóùåì
grow_factor, ðåàëüíûé âåñ áóäåò 1.2 * factor, ñëåäóþùèé ñèìâîë 1.3, çàòåì 1.4
è.ò.ä.). Äàííàÿ âîçìîæíîñòü ïîçâîëÿåò óâåëè÷èâàòü âåñ ïèñüìàì, ïðîõîäÿùèì
ïî íåñêîëüêèì ïðàâèëàì. Ïðàâèëà ñ îòðèöàòåëüíûì âåñîì íå óâåëè÷èâàþò
grow_factor è íå ìîäèôèöèðóþòñÿ èì (òî åñòü, ðåàëüíûé âåñ òàêèõ ïðàâèë
ðàâåí 1 * factor). Ïðèìåð çàäàíèÿ ïàðàìåòðà grow_factor:
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grow_factor = 1.1;

Òàêæå ñóùåñòâóåò âîçìîæíîñòü ñîçäàâàòü ¾ñîñòàâíûå¿ ñèìâîëû - ñèìâîëû,
êîòîðûå ÿâëÿþòñÿ êîìáèíàöèåé äðóãèõ ñèìâîëîâ. Ýòî íóæíî äëÿ âîçìîæíî-
ñòè óêàçûâàòü, ÷òî êîìáèíàöèÿ îïðåäåëåííûõ ñèìâîëîâ èìååò áîëüøèé (èëè,
íàîáîðîò, ìåíüøèé) âåñ, ÷åì ñóììà âåñîâ íåñêîëüêèõ ñèìâîëîâ. Ñîñòàâíûå
ñèìâîëû ïðåäñòàâëÿþò ñîáîé ëîãè÷åñêèå âûðàæåíèÿ èç äðóãèõ ñèìâîëîâ, íà-
ïðèìåð:

composites {

COMPOSITE_SYMBOL1 = ¾SYMBOL1 & (SYMBOL2 | SYMBOL3)¿;

COMPOSITE_SYMBOL2 = ¾SYMBOL3 & !SYMBOL4¿;

};

Ïðè äîáàâëåíèè ñîñòàâíîãî ñèìâîëà âñå ñèìâîëû, âõîäÿùèå â íåãî, óäàëÿ-
þòñÿ èç ðåçóëüòàòà. Òî åñòü, ïðè ñðàáàòûâàíèè COMPOSITE_SYMBOL1 èç
ïðåäûäóùåãî ïðèìåðà ñèìâîëû SYMBOL1, SYMBOL2 è SYMBOL3 â îòâåòå
íå ïîÿâÿòñÿ.

4.8 Ïðåäñòàâëåíèÿ è íàñòðîéêè

4.8.1 Ïðåäñòàâëåíèÿ

Â rspamd ñóùåñòâóåò âîçìîæíîñòü íàñòðîéêè ïðàâèë, êîòîðûå áóäóò ïðî-
âåðÿòüñÿ, èñõîäÿ èç îïðåäåëåííûõ êðèòåðèåâ. Ïðåäñòàâëåíèÿ íàñòðàèâàþòñÿ â
êîíôèãóðàöèîííîì ôàéëå rspamd è ïîçâîëÿþò ðàçäåëèòü ïðàâèëà, èñõîäÿ èç
âõîäÿùèõ äàííûõ, íàïðèìåð, çàãîëîâîê From ïèñüìà èëè æå ïî ip, îòêóäà íàì
ïðèøëî äàííîå ïèñüìî. Ïðåäñòàâëåíèÿ ïðîâåðÿþòñÿ ïðè ïðîâåðêå ëþáîãî ïðà-
âèëà è ïðè ñîâïàäåíèè äàííûõ ïèñüìà ïðîâåðÿþòñÿ íå âñå ñèìâîëû, à òå, êîòî-
ðûå çàäàíû äàííûì ïðåäñòàâëåíèåì. Ïðè íàñòðîéêè ïðåäñòàâëåíèé çàäàþòñÿ
âõîäíûå äàííûå ïèñüìà (from è ip) è ñèìâîëû, êîòîðûå äîëæíû ïðîâåðÿòüñÿ.
Âõîäíûå äàííûå ìîãóò äóáëèðîâàòüñÿ, òî åñòü, ìîæíî çàäàòü íåñêîëüêî from
è íåñêîëüêî ip, çàäàþòñÿ ýòè ïàðàìåòðû ëèáî â âèäå ðåãóëÿðíûõ âûðàæåíèé:

from = ¾/^.*@somedomain.com$¿;

from = ¾/^.*@otherdoma[a-z]+.com$¿;

ëèáî â âèäå map:

from = ¾file:///usr/local/etc/rspamd/from.map¿;

ip = ¾http://somehost:81/ip.map¿;

Ñèìâîëû òàêæå ìîãóò áûòü çàäàíû íåñêîëüêèìè äèðåêòèâàìè symbols (êîòî-
ðûå áóäóò îáúåäèíåíû â ñïèñîê):

symbols = ¾/^.*URIBL.*$/¿;

Ïðèìåð çàäàíèÿ ïðåäñòàâëåíèÿ â êîíôèãóðàöèîííîì ôàéëå:

view {
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ip = "file:///usr/local/etc/rspamd/ip_internal.inc";

skip_check = yes;

from = "file:///usr/local/etc/rspamd/from_internal.inc";

symbols = "/^.*URIBL.*$/";

};

Äèðåêòèâà ¾skip_check¿ èñïîëüçóåòñÿ äëÿ ïðîïóñêà âñåõ ïðîâåðîê rspamd äëÿ
äàííîãî ïðåäñòàâëåíèé. Â ðåçóëüòàòå ïðè èñïîëüçîâàíèè ïðîòîêîëà rspamc 1.1
âìåñòî ìàðêåðà ñïàìà (True èëè False) áóäåò ìàðêåð ïðîïóñêà (Skip). Ïðè èñ-
ïîëüçîâàíèè spamc èëè æå rspamc 1.0 áóäåò ñòàíäàðòíûé ìàðêåð False (òàê êàê
ðåàëüíî ó ïèñüìà áóäåò 0 áàëëîâ).

4.8.2 Ïîëüçîâàòåëüñêèå íàñòðîéêè

Ïîëüçîâàòåëüñêèå íàñòðîéêè, â îòëè÷èå îò ïðåäñòàâëåíèé, äàþò âîçìîæ-
íîñòü âûáîðà ïðàâèë, à òàêæå íàñòðîéêè ãðàíè÷íûõ çíà÷åíèé áàëëîâ ïèñüìà,
èñõîäÿ èç ïîëó÷àòåëÿ ïèñüìà. Ïðè ýòîì, íàñòðîéêè ìîæíî çàäàâàòü èíäèâè-
äóàëüíî ïîëüçîâàòåëþ èëè æå âñåìó äîìåíó ïîëüçîâàòåëÿ. Èíäèâèäóàëüíûå
íàñòðîéêè ïîëüçîâàòåëÿ ïåðåêðûâàþò íàñòðîéêè äîìåíà. Ïðè âûáîðå íàñòðî-
åê èñïîëüçóþòñÿ ñëåäóþùèå äàííûå (ó÷èòûâàÿ ïîñëåäîâàòåëüíîñòü):

1. ïðîâåðÿåòñÿ çàãîëîâîê Deliver-To, ïåðåäàâàåìûé ïðè èñïîëüçîâàíèè ïðî-
òîêîëà rspamc;

2. ïðîâåðÿåòñÿ çàãîëîâîê User, ïåðåäàâàåìûé MTA exim ïðè èñïîëüçîâàíèè
ëþáîãî ïðîòîêîëà;

3. ïðîâåðÿåòñÿ ïåðâûé ïîëó÷àòåëü ïèñüìà èç çàãîëîâêà rspamc Rcpt;

4. ïðîâåðÿåòñÿ ïåðâûé ïîëó÷àòåëü ïèñüìà èç çàãîëîâêà mime To.

Íåîáõîäèìî îáðàòèòü âíèìàíèå , ÷òî ïðè íàëè÷èè íåñêîëüêèõ ïîëó÷àòåëåé,
áóäåò ïðîâåðÿòüñÿ òîëüêî ïåðâûé èç íèõ, ÷òîáû èçáåãàòü äâóñìûñëåííîãî ïî-
âåäåíèÿ. Ñàìè íàñòðîéêè çàäàþòñÿ â json ôàéëàõ, òàê êàê äàííûå ôàéëû ìî-
ãóò ñîäåðæàòü î÷åíü ìíîãî èíôîðìàöèè î ïîëüçîâàòåëÿõ, è õðàíèòü ýòî âñå
â êîíôèãóðàöèîííîì ôàéëå íåöåëåñîîáðàçíî. Äëÿ çàäàíèÿ ïîëüçîâàòåëüñêèõ
íàñòðîåê èñïîëüçóåòñÿ ñåêöèÿ ¾settings¿, êîòîðàÿ ñîäåðæèò âñåãî äâà ïàðà-
ìåòðà: user_settings è domain_settings. Íàïðèìåð:

settings {

user_settings = "http://somehost/users.php";

domain_settings = "http://somehost/domains.php";

};

Ôîðìàò ñîîòâåòñòâóþùèõ json ôàéëîâ äîñòàòî÷íî ïðîñò - ýòî ìàññèâ îáúåêòîâ,
çàäàþùèõ íàñòðîéêè. Îáúåêò íàñòðîéêè ñîäåðæèò ñëåäóþùèå ïàðàìåòðû:

• name - èìÿ ïîëüçîâàòåëÿ èëè äîìåíà;

• metrics - îáúåêò, çàäàþùèé ïðåäåëüíûå î÷êè ïî ìåòðèêàì, âèäà ¾metric_name¿
-> score;
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• factors - îáúåêò, çàäàþùèé èíäèâèäóàëüíûå íàñòðîéêè ìíîæèòåëåé âèäà
¾symbol¿ -> score;

• want_spam - áóëåâî çíà÷åíèå, ïðè çàäàíèè åãî êàê true, rspamd îòêëþ-
÷àåò ïðîâåðêè äëÿ äàííîãî ïîëüçîâàòåëÿ.

Ïðèìåð json íàñòðîåê:

[

{

"name":"somedomain.ru",

"metrics":{"default":11},

"factors":{"R_FUZZY":10.1},

"want_spam":false

},

{

"name":"some.other.domain.com",

"metrics":{"default":5.5},

"factors":{"URIBL":20.3},

"want_spam":false

}

]

Ôàéëû íàñòðîåê ïåðåçàãðóæàþòñÿ ïî ìåðå îáíîâëåíèÿ, êàê è ëþáûå äðóãèå
ôàéëû ñïèñêîâ.
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Ãëàâà 5

Íàñòðîéêà ìîäóëåé

5.1 Íàñòðîéêà ìîäóëÿ surbl

Ìîäóëü surbl ñëóæèò äëÿ ïðîâåðêè URL'åé â ïèñüìå íà ðàçëè÷íûõ �÷åð-
íûõ� ñïèñêàõ. Ìîäóëü äåëàåò ñëåäóþùåå: äëÿ êàæäîãî èç url, íàéäåííûõ â
ñîîáùåíèè, èçâëåêàåò äîìåííûé êîìïîíåíò (2-ãî èëè 3-ãî óðîâíÿ), äîáàâëÿåò
ñóôôèêñ èìåíè surbl è äåëàåò dns çàïðîñ. Ïðè óñïåøíîì îïðåäåëåíèè òàêîãî
èìåíè äîáàâëÿåòñÿ ñèìâîë. Ïðèìåð ðàáîòû:

URL (http://some.test.ru/index.html) -> test.ru + (insecure-bl.rambler.ru) ->

resolve test.ru.insecure-bl.rambler.ru -> 127.0.0.1 -> add symbol

Ïàðàìåòðû íàñòðîéêè:

.module 'surbl' {

# Îïðåäåëåíèå ñóôôèêñà SURBL

# Ñèìâîëû '%b' çàìåíÿþòñÿ íà çíà÷åíèå îïðåäåëåííîãî áèòà

suffix_%b_SURBL_MULTI = "multi.surbl.org";

# Ñóôôèêñ äëÿ êàæäîãî èç áèò

bit_2 = "SC"; # sc.surbl.org

bit_4 = "WS"; # ws.surbl.org

bit_8 = "PH"; # ph.surbl.org

bit_16 = "OB"; # ob.surbl.org

bit_32 = "AB"; # ab.surbl.org

bit_64 = "JP"; # jp.surbl.org

# Èìÿ ìåòðèêè

metric = "default";

# Ñïèñîê äîìåíîâ, äëÿ êîòîðûõ íåîáõîäèìî èñïîëüçîâàòü 3 äîìåííûõ

# êîìïîíåíòà, âìåñòî äâóõ

2tld = "file:///etc/rspamd/2tld.inc";

# Ñïèñîê URL'åé, êîòîðûå íå áóäóò ïðîâåðÿòüñÿ ýòèì ìîäóëåì

whitelist = "file:///etc/rspamd/surbl-whitelist.inc";

};
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5.2. Íàñòðîéêà ìîäóëÿ REGEXP Ãëàâà 5. Íàñòðîéêà ìîäóëåé

Íåêîòîðûå ïîÿñíåíèÿ ïî äàííîé êîíôèãóðàöèè. Ìîäóëü SURBL ìîæåò îñó-
ùåñòâëÿòü ïðîâåðêó áèòîâ â ïîëó÷åííîì îò DNS ñåðâåðà îòâåòå, è âñòàâëÿòü
ñîîòâåòñòâóþùèé ñèìâîë. Ýòî èñïîëüçóåòñÿ äëÿ ïðîâåðêè ñðàçó íåñêîëüêèõ
ñïèñêîâ îäíèì DNS çàïðîñå. Òîãäà îòâåò ñåðâåðà ñîäåðæèò ñïèñêè, â êîòîðûõ
âñòðåòèëñÿ äàííûé URL â âèäå áèòîâ àäðåñà. Áîëåå ïîäðîáíî ñ ýòèì ìîæíî
îçíàêîìèòüñÿ òóò: http://www.surbl.org/lists.html#multi. Ñïèñîê 2tld èñïîëüçó-
åòñÿ äëÿ çàäàíèÿ ñïèñêà äîìåíîâ, äëÿ êîòîðûõ íåîáõîäèìî ïðîâåðÿòü íå äâà
óðîâíÿ äîìåííîãî èìåíè, à òðè. Íàïðèìåð, ýòî àêòóàëüíî äëÿ âèðòóàëüíûõ
õîñòèíãîâ èëè æå ñïåöèàëüíûõ çîí äëÿ äîìåíîâ òðåòüåãî óðîâíÿ, íàïðèìåð
org.ru èëè pp.ru.

5.2 Íàñòðîéêà ìîäóëÿ regexp

Ìîäóëü regexp ÿâëÿåòñÿ î÷åíü âàæíûì â ðàáîòå rspamd, òàê êàê îïðåäåëÿ-
åò âñå ïðàâèëà ôèëüòðàöèè ñîîáùåíèé ïî ðåãóëÿðíûì âûðàæåíèÿì. Ìîäóëü
ðàáîòàåò ñ ëîãè÷åñêèìè âûðàæåíèÿìè èç ðåãóëÿðíûõ âûðàæåíèé, ïîýòîìó åãî
íàñòðîéêà âûãëÿäèò äîñòàòî÷íî çàïóòàííîé. Îäíàêî, åñëè ïîëüçîâàòüñÿ ïåðå-
ìåííûìè, òî ëîãèêà ðàáîòû ñòàíîâèòñÿ áîëåå ïîíÿòíîé. Ïðè íàñòðîéêå ñàìîãî
ìîäóëÿ èñïîëüçóþòñÿ ïðîñòûå äèðåêòèâû âèäà:

ÈÌß_ÑÈÌÂÎËÀ = "ëîãè÷åñêîå âûðàæåíèå"
Ñàìî ëîãè÷åñêîå âûðàæåíèå ñîäåðæèò ðàçëè÷íûå ðåãóëÿðíûå âûðàæåíèÿ

è ôóíêöèè, îáúåäèíåííûå ñèìâîëàìè ëîãèêè:

• & - ëîãè÷åñêîå �È�

• | - ëîãè÷åñêîå �ÈËÈ�

• ! - ëîãè÷åñêîå îòðèöàíèå

Ïðèîðèòåò îïåðàöèé ìîæåò èçìåíÿòüñÿ ñêîáêàìè, íàïðèìåð:

A & B | C - âûïîëíÿåòñÿ ñëåâà íàïðàâî A & B çàòåì | C

A & (B | C) - âûïîëíÿåòñÿ êàê (B | C) çàòåì & A

Ñàìè ðåãóëÿðíûå âûðàæåíèÿ ñîâìåñòèìû ñ perl regular expressions. Èõ ñèíòàê-
ñèñ ìîæíî èçó÷èòü â ñîîòâåòñòâóþùåé ëèòåðàòóðå: http://perldoc.perl.org/perlre.html.
Ó rspamd åñòü äîïîëíèòåëüíûå ôëàãè, îïðåäåëÿþùèå, â êàêîé ÷àñòè ñîîáùå-
íèÿ èñêàòü çàäàííîå ðåãóëÿðíîå âûðàæåíèå:

• r - "ñûðîé" íåçàêîäèðîâàííûé â utf8 regexp

• H - èùåò ïî çàãîëîâêàì ñîîáùåíèÿ

• M - èùåò ïî âñåìó ñîîáùåíèþ (â "ñûðîì" âèäå, òî åñòü áåç mime äåêî-
äèíãà)

• P - èùåò ïî âñåì òåêñòîâûì mime ÷àñòÿì

• U - èùåò ïî url

• X - èùåò ïî "ñûðûì" õåäåðàì (îïÿòü æå áåç äåêîäèðîâàíèÿ)
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5.2. Íàñòðîéêà ìîäóëÿ REGEXP Ãëàâà 5. Íàñòðîéêà ìîäóëåé

Åñëè â ðåãóëÿðíîì âûðàæåíèè âñòðå÷àþòñÿ ñèìâîëû äâîéíîé êàâû÷êè (�) èëè
æå ñëýøà (/), òî èõ íåîáõîäèìî ýêðàíèðîâàòü îáðàòíûì ñëýøåì (ïðè ýòîì ñàì
îáðàòíûé ñëýø ýêðàíèðîâàòü íåîáÿçàòåëüíî):

\" \/

Äëÿ ïîèñêà ïî çàãîëîâêàì ôîðìàò ðåãóëÿðíîãî âûðàæåíèÿ íåñêîëüêî ìåíÿåò-
ñÿ:

Èìÿ_çàãîëîâêà=/ðåãóëÿðíîå_âûðàæåíèå/H

Ïðè ïîèñêå ïî çàãîëîâêàì ïðîèñõîäèò ïîèñê çàãîëîâêîâ ñ òàêèì èìåíåì è
ñðàâíåíèå èõ çíà÷åíèé ñ ðåãóëÿðíûì âûðàæåíèåì, ïîêà ýòî âûðàæåíèå íå áó-
äåò íàéäåíî, ëèáî ïîêà íå áóäóò ïðîâåðåíû âñå çàãîëîâêè ñ òàêèì èìåíåì.
Äëÿ multipart ñîîáùåíèé ïðîèñõîäèò ïîèñê çàãîëîâêîâ ïî âñåì ÷àñòÿì ñîîá-
ùåíèÿ. Ýòî ñïðàâåäëèâî äëÿ âñåõ ôóíêöèé, ðàáîòàþùèõ ñ çàãîëîâêàìè. Ïîèñê
ïî �ñûðûì� çàãîëîâêàì ïðîèñõîäèò áåç ó÷åòà mime ÷àñòåé - òîëüêî ïî çà-
ãîëîâêàì ñàìîãî ñîîáùåíèÿ. Ïðè ýòîì, õîòÿ è íå ïðîèñõîäèò äåêîäèðîâàíèÿ
çàãîëîâêîâ, íî ïðîèñõîäèò èõ äå-ôîëäèíã (ôîëäèíã - ïåðåíîñ çàãîëîâêîâ ïî
ñòðî÷êàì). Ìîäóëü regexp òàêæå ìîæåò èñïîëüçîâàòü âíóòðè ëîãè÷åñêèõ âû-
ðàæåíèé âñòðîåííûå ôóíêöèè rspamd. Âñòðîåííûå ôóíêöèè âñåãäà âîçâðàùàò
ëîãè÷åñêîå çíà÷åíèå (èñòèíà èëè ëîæü) è ìîãóò ïðèíèìàòü àðãóìåíòû (â òîì
÷èñëå àðãóìåíòû, ÿâëÿþùèåñÿ ëîãè÷åñêèìè âûðàæåíèÿìè). Ñïèñîê âñòðîåí-
íûõ ôóíêöèé:

• header_exists - ïðèíèìàåò â êà÷åñòâå àðãóìåíòà èìÿ õåäåðà, âîçâðàùàåò
true, åñëè òàêîé çàãîëîâîê ñóùåñòâóåò

• compare_parts_distance - ïðèíèìàåò â êà÷åñòâå àðãóìåíòà ÷èñëî îò 0
äî 100, êîòîðîå îòðàæàåò ðàçíèöó â ïðîöåíòàõ ìåæäó ÷àñòÿìè ïèñü-
ìà. Ôóíêöèÿ ðàáîòàåò ñ ñîîáùåíèÿìè, ñîäåðæàùèìè 2 òåêñòîâûå ÷àñòè
(text/plain è text/html) è âîçâðàùàåò true òîãäà, êîãäà ýòè ÷àñòè ðàç-
ëè÷àþòñÿ áîëåå ÷åì íà n ïðîöåíòîâ. Åñëè àðãóìåíò íå óêàçàí, òî ïî
óìîë÷àíèþ èùåòñÿ ðàçëè÷èå â 100% (ïîëíîñòüþ ðàçíûå ÷àñòè).

• compare_transfer_encoding - ñðàâíèâàåò Content-Transfer-Encoding ñ çà-
äàííîé ñòðîêîé

• content_type_compare_param - ñðàâíèâàåò ïàðàìåòð content-type çàãî-
ëîâêà ñ ðåãóëÿðíûì âûðàæåíèåì èëè ñòðîêîé:

content_type_compare_param(Charset, /windows-\d+/)

content_type_compare_param(Charset, ascii)

• content_type_has_param - ïðîâåðÿåò, åñòü ëè â çàãîëîâêå content-type
îïðåäåëåííûé ïàðàìåòð

• content_type_is_subtype - ñðàâíèâàåò ïîäòèï content-type ñ ðåãóëÿðíûì
âûðàæåíèåì èëè ñòðîêîé

• content_type_is_type - ñðàâíèâàåò òèï content-type ñ ðåãóëÿðíûì âûðà-
æåíèåì èëè ñòðîêîé
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content_type_is_type(text)

content_type_is_subtype(/?.html/)

• regexp_match_number - ïðèíèìàåò â êà÷åñòâå ïåðâîãî ïàðàìåòðà ÷èñëî,
êîòîðîå îçíà÷àåò ïîðîã ñðàáîòàâøèõ ðåãýêñïîâ è ñïèñîê ðåãýêñïîâ èëè
ôóíêöèé, êîòîðûå äîëæíû ïðîâåðÿòüñÿ. Åñëè ÷èñëî ñðàáîòàâøèõ ðåã-
ýêñïîâ èëè ôóíêöèé áîëüøå ïîðîãà, ôóíêöèÿ âîçâðàùàåò TRUE, èíà÷å
- FALSE, íàïðèìåð:

regexp_match_number(2, ${__RE1}, ${__RE2}, header_exists(Subject))

• has_only_html_part - ôóíêöèÿ âîçâðàùàåò TRUE, åñëè â ñîîáùåíèè åñòü
òîëüêî îäíà HTML ÷àñòü

• compare_recipients_distance - âû÷èñëÿåò ïðîöåíò ñõîæèõ ïîëó÷àòåëåé
ïèñüìà. Ïðèíèìàåò àðãóìåíò - ïîðîã â ïðîöåíòàõ ïîõîæåñòè.

• is_recipients_sorted - âîçâðàùàåò TRUE, åñëè ñïèñîê ïîëó÷àòåëåé ñîðòè-
ðîâàí (ðàáîòàåò òîëüêî åñëè ÷èñëî ïîëó÷àòåëåé >= 5).

• is_html_balanced - âîçâðàùàåò TRUE, åñëè òåãè âñåõ html ÷àñòåé ñáà-
ëàíñèðîâàíû

• has_html_tag - âîçâðàùàåò TRUE, åñëè çàäàííûé html òåã íàéäåí

Äàííûå ôóíêöèè áûëè ñîçäàíû äëÿ ðåøåíèÿ çàäà÷, êîòîðûå ñëîæíî èëè æå
íåâîçìîæíî ðåøèòü ïðè ïîìîùè îáû÷íûõ ðåãóëÿðíûõ âûðàæåíèé. Ïðè êîíôè-
ãóðàöèè ìîäóëÿ regexp öåëåñîîáðàçíî îïðåäåëèòü âñå ëîãè÷åñêèå âûðàæåíèÿ
â îòäåëüíûõ ïåðåìåííûõ, ïîäêëþ÷èòü èõ ïðè ïîìîùè äèðåêòèâû .include è
çàäàâàòü ñèìâîëû êàê:

ÑÈÌÂÎË="${ïåðåìåííàÿ}";

èíà÷å êîíôèãóðàöèÿ ìîäóëÿ áóäåò ïðàêòè÷åñêè íå÷èòàåìîé èç-çà îáèëèÿ ðå-
ãóëÿðíûõ âûðàæåíèé.

5.3 Íàñòðîéêà ìîäóëÿ spf

Ìîäóëü spf ïðåäíàçíà÷åí äëÿ ïðîâåðêè spf çàïèñåé äëÿ îòïðàâèòåëÿ ïèñü-
ìà. Òåõíîëîãèÿ SPF ïîçâîëÿåò îïðåäåëèòü â DNS TXT çàïèñü äëÿ äàííîãî
äîìåíà ñ îïðåäåëåíèÿìè, ñ êàêèõ ip àäðåñîâ èëè ñåòåé äîïóñòèìà îòïðàâêà ïî-
÷òû äëÿ äàííîãî äîìåíà. Òàêæå spf ïîçâîëÿåò ñîçäàâàòü ¾÷åðíûå ñïèñêè¿ äëÿ
äàííîãî äîìåíà - àäðåñà, ñ êîòîðûõ çàïðåùåíà îòïðàâêà ïî÷òû äëÿ äîìåíà.
Rspamd ìîæåò ïîëó÷àòü spf çàïèñè, è ïðîâåðÿòü, âîçìîæíà ëè îòïðàâêà ïî÷òû
äàííîãî äîìåíà ñ äàííîãî ip. Ïðè ýòîì âîçìîæíî äîáàâëåíèå 3-õ ñèìâîëîâ:

• FAIL - îòïðàâêà çàïðåùåíà

• SOFTFAIL - îòïðàâêà ÿâíî íå ðàçðåøåíà, íî è ÿâíî íå çàïðåùåíà

• ALLOW - îòïðàâêà ÿâíî ðàçðåøåíà
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Äëÿ çàäàíèÿ ýòèõ ñèìâîëîâ ìîæíî èñïîëüçîâàòü íàñòðîéêè ìîäóëÿ spf:

.module 'spf' {

symbol_fail = "SPF_FAIL";

symbol_softfail = "SPF_SOFTFAIL";

symbol_allow = "SPF_ALLOW";

};

Êîýôôèöèåíòû äëÿ äàííûõ ñèìâîëîâ ëó÷øå îïðåäåëèòü ñëåäóþùèì îáðàçîì:
âûñîêèé âåñ äëÿ ñèìâîëà FAIL, äîñòàòî÷íî íèçêèé âåñ äëÿ ñèìâîëà SOFTFAIL
è îòðèöàòåëüíûé âåñ äëÿ ñèìâîëà ALLOW.
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Ãëàâà 6

Còàòèñòè÷åñêèå

àëãîðèòìû

6.1 Winnow è OSB

Â rspamd èñïîëüçóåòñÿ àëãîðèòì îðòîãîíàëüíûõ ðàçðåæåííûõ áèãðàìì (OSB),
êîòîðûé îñíîâàí íà ñëåäóþùåì ïðèíöèïå:

í −−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
à −−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

á −−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
î | w1 | w2 | w3 | w4 | w5 |
ð | | | | | | −−> âûõîäíûå òîêåíû
û −−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

/ Òåêóùèé íàáîð õåøåé è âåñîâ
/

Âõîäíûå òîêåíû

Òî åñòü, ïðîöåññ ïðåîáðàçîâàíèÿ ìîæíî ïðåäñòàâèòü ñëåäóþùèì îáðàçîì:
äëÿ êàæäîãî íàáîðà âåñîâ (w1..w5) ñîñòàâëÿåòñÿ íàáîð õåøåé. Òîêåíû îáðàçó-
þòñÿ èç òåêñòà. Íàïðèìåð, âîçüìåì íåêîå ïèñüìî è íàëîæèì íà íåãî îêíî:

"Ìàìà ìûëà ðàìó."

|________|

Â äàííîì îêíå ñîçäàþòñÿ 2 òîêåíà:
h("Ìàìà"), h("ìûëà"), ãäå h - õåø ôóíêöèÿ.
Äàëüøå îêíî äâèãàåòñÿ âïðàâî íà îäèí òîêåí è îïÿòü ñîçäàþòñÿ 2 òîêåíà:

h("ìûëà"), h("ðàìó")
Â rspamd èñïîëüçóåòñÿ îêíî â 5 òîêåíîâ è èñïîëüçóþòñÿ ïàðû:

1 - 5 -- h1

2 - 5 -- h2

3 - 5 -- h3

4 - 5 -- h4
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Êàæäûé òàêîé òîêåí ñîñòîèò èç äâóõ õåøåé (h1 è h2). Òî åñòü êàæäîå ñëîâî
òåêñòà ìîæåò äàâàòü äî 5-òè òîêåíîâ. Ýòî äåëàåòñÿ äëÿ òîãî, ÷òîáû â ñòàòè-
ñòè÷åñêèõ àëãîðèòìàõ ó÷èòûâàòü íå èíäèâèäóàëüíûå ñëîâà, è èõ ñî÷åòàíèÿ,
÷òîáû óìåíüøèòü îøèáêó.

Ïîñëå ýòîãî ìû äîëæíû âû÷èñëèòü ïðèíàäëåæíîñòü ïîòîêà âûõîäíûõ òî-
êåíîâ ê íåêîòîðîìó êëàññó. Äëÿ ýòîãî èñïîëüçóåòñÿ àëãîðèòì Winnow. Èäåÿ
àëãîðèòìà î÷åíü ïðîñòà:

1. Êàæäûé âîçìîæíûé âõîäíîé òîêåí èìååò âåñ 1.0 (òî åñòü, íàñ èíòåðåñóþò
òîëüêî òå òîêåíû, êîòîðûå íå ðàâíû 1.0)

2. Äëÿ îáó÷åíèÿ ïðîäåëûâàåì ñëåäóþùèå øàãè:

(a) ãåíåðèðóåì íàáîð òîêåíîâ ïóòåì OSB àëãîðèòìà

(b) óäàëÿåì âñå äóïëèêàòû

(c) åñëè äàííûé âõîäíîé íàáîð ïðèíàäëåæèò êëàññó (íàïðèìåð, ñïàì
èëè íåñïàì), òî óìíîæàåì âåñ êàæäîãî âñòðå÷åííîãî òîêåíà íà ò.í.
Promotion Constant, êîòîðàÿ ðàâíà 1,23

(d) åñëè äàííûé âõîäíîé íàáîð íå ïðèíàäëåæèò êëàññó, òî óìíîæàåì
êàæäûé íàéäåííûé òîêåí íà Demotion Constant â äàííîì êëàññå,
êîòîðàÿ ðàâíà 0,83

(e) àáñîëþòíî íåâàæíî, ñêîëüêî ðàç âñòðå÷àëñÿ äàííûé òîêåí âî âõîä-
íîì ïîòîêå, ìû åãî óìíîæàåì íà promotion èëè demotion òîëüêî
îäèí ðàç

3. Äëÿ êëàññèôèêàöèè ïîòîêà ìû ïîñòóïàåì ñëåäóþùèì îáðàçîì:

(a) ãåíåðèðóåì íàáîð òîêåíîâ ïóòåì OSB àëãîðèòìà

(b) óäàëÿåì âñå äóïëèêàòû

(c) ñóììèðóåì âåñà âñåõ òîêåíîâ, íàéäåííûõ â êàæäîì èç ôàéëîâ äàí-
íûõ ñòàòèñòèêè (ïðè ýòîì òå òîêåíû, êîòîðûå ìû íå íàøëè, èìåþò
âåñ 1)

(d) çàòåì ìû äåëèì ïîëó÷åííóþ ñóììó íà ÷èñëî òîêåíîâ è ñìîòðèì,
êàêîé èç êëàññîâ (ôàéëîâ äàííûõ) íàáðàë áîëüøå î÷êîâ è äåëàåì
çàêëþ÷åíèå î ïðèíàäëåæíîñòè âõîäíîãî òåêñòà ê êëàññó

Ôàéëû äàííûõ ñòàòèñòèêè ïðåäñòàâëÿþò ñîáîé ñëåäóþùèå ñòðóêòóðû:

{

Header,

{ feature_block1..feature_blockN }

}

Çàãîëîâîê ôàéëà î÷åíü ïðîñò:

struct {

char magic[3] = { 'r', 's', 'd' };

u_char version[2] = { '1', '0' };

uint64_t create_time;
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}

Êàæäûé feature_block ñîñòîèò èç 4-õ ïîëåé:

struct {

uint32_t hash1;

uint32_t hash2;

double value;

uint32_t last_access;

}

Èòîãî 16 áàéò íà êàæäûé feature. 0-å çíà÷åíèÿ ïîêàçûâàþò ñâîáîäíóþ ÿ÷åéêó.
Çíà÷åíèå hash1 èñïîëüçóåòñÿ â êà÷åñòâå èíäåêñà:

idx = hash1 % filesize;

Ãäå �lesize - ðàçìåð â êîëè÷åñòâå feature_block'îâ. Ïðè ýòîì äàííûé òîêåí äîë-
æåí ïîìåùàòüñÿ â çàäàííóþ ÿ÷åéêó èëè ÿ÷åéêó çà íèì. Ïðè ýòîì îáðàçóåòñÿ
öåïî÷êà òîêåíîâ:

i d x
\
| çàíÿò | çàíÿò | çàíÿò | ñâîáîäåí |

\−−−−−^ \−−−−−^ \−−−−−^

Ïðè ýòîì, äëèíà òàêîé öåïî÷êè äîëæíà áûòü ëèìèòèðîâàíà íåêîòîðûì ðà-
çóìíûì ÷èñëîì, íàïðèìåð 128. Òîãäà ìàêñèìàëüíîå âðåìÿ äîñòóïà áóäåò íå
áîëåå 128-è èòåðàöèé. Åñëè ìû íå íàøëè çà 128 èòåðàöèé ñâîáîäíóþ ÿ÷åéêó,
òî ìû ìîæåì ïîìåñòèòü íîâûé òîêåí íà ìåñòî òîãî, êîòîðûé ìåíüøå âñåãî
èñïîëüçîâàëñÿ (min (last_access)). Ïðè ýòîì ïðè äîñòóïå ê ÿ÷åéêå íåîáõîäèìî
îáíîâëÿòü last_access:

last_access = now - creation_time.
Òàêàÿ îðãàíèçàöèÿ ïîçâîëÿåò çàìåùàòü òîëüêî íàèìåíåå èñïîëüçóåìûå òî-

êåíû.
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Ãëàâà 7

Ïðîòîêîë rspamc

Ôîðìàò çàïðîñà ñõîæ ñ http:

COMMAND RSPAMC/1.0

Ïðè ýòîì äîïóñòèìû ñëåäóþùèå êîìàíäû:

• CHECK - ïðîâåðèòü ñîîáùåíèå è âûäàòü ðåçóëüòàò ïî êàæäîé èç ìåòðèê
(íå âûâîäÿ ñèìâîëîâ)

• SYMBOLS - ïðîâåðèòü ñîîáùåíèå, âûäàòü ðåçóëüòàò ïî êàæäîé èç ìåòðèê
è ñèìâîëû ïî êàæäîé èç ìåòðèê

• PROCESS - ïðîâåðèòü ñîîáùåíèå, âûäàòü ðåçóëüòàò ïî êàæäîé èç ìåò-
ðèê, à çàòåì âûâåñòè èñõîäíîå ñîîáùåíèå

• PING - íå ïðèíèìàÿ ñîîáùåíèå âûäàòü ãîòîâíîñòü ê ðàáîòå

Òàêæå â çàâèñèìîñòè îò ïîäêëþ÷åííûõ ïëàãèíîâ ìîãóò áûòü äîñòóïíû äðó-
ãèå êîìàíäû ïðîòîêîëà, íàïðèìåð URLS (âûâåñòè âñå íàéäåííûå â ñîîáùåíèè
url'è) èëè EMAILS.

Ôîðìàò îòâåòà:

SPAMD/1.1 0 EX_OK

\ / \/

Âåðñèÿ Êîä îøèáêè

Spam: False ; 2 / 5

Ýòî ôîðìàò ñîâìåñòèìîñòè ñ sa-spamd (áåç ìåòðèê). Íîâûé ôîðìàò îòâåòà:

RSPAMD/1.0 0 EX_OK

Metric: Name; Spam_Result; Spam_Mark / Spam_Mark_Required

Metric: Name2 ; Spam_Result2 ; Spam_Mark2 / Spam_Mark_Required2

Çàãîëîâêîâ òèïà metric ìîæåò áûòü íåñêîëüêî. Ôîðìàò âûâîäà ñèìâîëîâ:

SYMBOL1, SYMBOL2, SYMBOL3 -- ôîðìàò ñîâìåñòèìîñòè ñ sa-spamd

Symbol: Name; Param1,Param2,Param3 -- ôîðìàò rspamd
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Ôîðìàò îòâåòà çàâèñèò îò ôîðìàòà çàïðîñà:

PROCESS SPAMC/1.2

\ / \ /

Êîìàíäà Âåðñèÿ

Â ëþáîì èç ðåæèìîâ ðàáîòû ïîääåðæèâàþòñÿ ñëåäóþùèå çàãîëîâêè:

• Content-Length - äëèíà ñîîáùåíèÿ

• Helo - HELO, ïîëó÷åííûé îò êëèåíòà

• From - MAIL FROM

• IP - IP êëèåíòà

• Recipient-Number - ÷èñëî ðåöèïèåíòîâ

• Rcpt - ðåöèïèåíò

• Queue-ID - èäåíòèôèêàòîð î÷åðåäè

Ýòè çíà÷åíèÿ ìîãóò èñïîëüçîâàòüñÿ â ôèëüòðàõ rspamd.
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Ãëàâà 8

Êëèåíò rspamc

Êëèåíò rspamc ïðåäñòàâëÿåò ñîáîé ïðîãðàììó, íàïèñàííóþ íà perl è ïðåä-
íàçíà÷åííóþ äëÿ ðàáîòû ñ ñèñòåìîé rspamd. Rspamc ïðèíèìàåò ñëåäóþùèå
àðãóìåíòû:

• -ñ: îïðåäåëÿåò ïóòü ê êîíôèãóðàöèîííîìó ôàéëó rspamd, èñïîëüçóåòñÿ
äëÿ ðàáîòû ñ ëîêàëüíûì rspamd

• -h: îïðåäåëÿåò àäðåñ óäàëåííîãî rspamd ñåðâåðà

• -p: îïðåäåëÿåò ïîðò äëÿ óäàëåííîãî rspamd ñåðâåðà

• -P: îïðåäåëÿåò ïàðîëü äëÿ ðàáîòû ñ ïðèâèëëåãèðîâàííûìè êîìàíäàìè
rspamd

• -s: îïðåäåëÿåò èìÿ ñèìâîëà äëÿ îáó÷åíèÿ êëàññèôèêàòîðà

Ïîñëåäíèì àðãóìåíòîì rspamc ïðèíèìàåò êîìàíäó. Åñëè êîìàíäà íå çàäàíà,
òî èñïîëüçóåòñÿ êîìàíäà SYMBOLS. Êîìàíäû, ïðèíèìàåìûå rspamc:

• êîìàíäû ïî îáðàáîòêå ñîîáùåíèé:

� symbols - ïî äàííîé êîìàíäå ïðîâåðÿåòñÿ ñîîáùåíèå, ïåðåäàííîå
÷åðåç stdin rspamc

� check - ïî äàííîé êîìàíäå âûâîäèòñÿ òîëüêî ðåçóëüòàò ïî ìåòðèêàì
áåç ñèìâîëîâ

� process - âîçâðàùàåò íå òîëüêî ñèìâîëû, íî è èñõîäíîå ñîîáùåíèå

� urls - âûâîäèò âñå íàéäåííûå url'è

� emails - âûâîäèò âñå íàéäåííûå àäðåñà e-mail â ñîîáùåíèè

• êîìàíäû ïî ðàáîòå ñ óïðàâëÿþùèì èíòåðôåéñîì

� stat - âûâîäèò ñòàòèñòèêó ðàáîòû

� learn - îáó÷àåò êëàññèôèêàòîð ïî îïðåäåëåííîìó êëàññó (óêàçàííîìó
îïöèåé -s)

� shutdown - îñòàíàâëèâàåò ñèñòåìó rspamd

� uptime - âûâîäèò âðåìÿ ðàáîòû rspamd
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� counters - âûâîäèò çíà÷åíèÿ ñ÷åò÷èêîâ ñèìâîëîâ

� fuzzy_add - äîáàâëÿåò fuzzy hash â õðàíèëèùå

� fuzzy_del - óäàëÿåò fuzzy hash èç õðàíèëèùà
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Ãëàâà 9

LUA API ïëàãèíîâ

Rspamd ïîçâîëÿåò ðåàëèçîâûâàòü ðàçëè÷íóþ ëîãèêó â âèäå lua ïëàãèíîâ,
äëÿ ÷åãî èñïîëüçóåòñÿ äèðåêòèâà modules. Äàííàÿ äèðåêòèâà ïîçâîëÿåò çàäà-
âàòü ïóòè ê êàòàëîãàì, ñîäåðæàùèì ñêðèïòû íà lua:

modules {

module_path = ¾/some/path/¿;

};

Ïðè èíèöèàëèçàöèè rspamd çàãðóæàåò âñå ôàéëû âèäà *.lua è âûïîëíÿåò èõ
(ïðè îøèáêå â êîäå ïëàãèíîâ rspamd çàïóñêàòüñÿ íå áóäåò, âûäàâàÿ îøèáêó
êîíôèãóðàöèè, ïðè óêàçàííîé îïöèè -t áóäåò ïðîâåðÿòüñÿ íå òîëüêî ñèíòàêñèñ
êîíôèãóðàöèîííîãî ôàéëà, íî è ñèíòàêñèñ ïëàãèíîâ). Ïðè ýòîì, îïðåäåëÿåòñÿ
ãëîáàëüíàÿ ïåðåìåííàÿ rspamd_con�g, ïîçâîëÿþùàÿ èçâëåêàòü îïöèè êîíôè-
ãóðàöèè è ðåãèñòðèðîâàòü ïðàâèëà è ñîîòâåòñòâóþùèå èì ñèìâîëû. Òàêèì
îáðàçîì, êàæäûé lua ïëàãèí óñëîâíî ìîæíî ðàçäåëèòü íà äâå ÷àñòè: èñïîëíÿ-
åìûé êîä, âûïîëíÿþùèé íàñòðîéêó îïöèé ìîäóëÿ, ðåãèñòðèðóþùèé ôóíêöèè
ïðàâèë (callbacks), è ñîáñòâåííî îáðàáîò÷èêè ïðàâèë.

9.1 Íàñòðîéêà lua ìîäóëÿ

Äëÿ èçâëå÷åíèÿ ïàðàìåòðîâ êîíôèãóðàöèè è ðåãèñòðàöèè îáðàáîò÷èêîâ
ïðàâèë ïðèìåíÿåòñÿ ãëîáàëüíàÿ ïåðåìåííàÿ rspamd_con�g, êîòîðàÿ îáëàäàåò
ðÿäîì ïîëåçíûõ ìåòîäîâ:

• get_module_opt (module_name, option_name) - âîçâðàùàåò çíà÷åíèå
îïöèè option_name äëÿ ìîäóëÿ ñ èìåíåì module_name. Òî åñòü, åñëè
â êîíôèãóðàöèîííîì ôàéëå åñòü ñëåäóþùàÿ çàïèñü:

module 'test' {

param = ¾value¿;

};

Òî âûçîâ rspamd_config:get_module_opt('test', 'param')

âåðíåò ñòðîêó 'value';
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• get_all_opts (module_name) - âîçâðàùàåò òàáëèöó èç âñåõ îïöèé äëÿ
äàííîãî ìîäóëÿ, êëþ÷îì ñëóæèò èìÿ îïöèè:

local opts = rspamd_config:get_all_opts('test')

if opts then

var = opts['param']

for k,v in pairs opts do

print (¾Param: ¿ .. k .. ¾ Value: ¿ .. v)

end

end

• get_metric (name) - âîçâðàùàåò îáúåêò ìåòðèêè ñ äàííûì èìåíåì

• register_function(name, callback) - ðåãèñòðèðóåò ôóíêöèþ lua äëÿ èñïîëü-
çîâàíèÿ â ëîãè÷åñêèõ âûðàæåíèÿõ rspamd, callback â äàííîì ñëó÷àå -
ñòðîêà ñ èìåíåì ôóíêöèè, ïðèìåð ïðèìåíåíèÿ:

function some_func(task, arg1, arg2)

return false

end

rspamd_config:register_function('lua_func', 'some_func')

Îáúåêò ìåòðèêè èñïîëüçóåòñÿ äëÿ ðåãèñòðàöèè ñèìâîëîâ:

• register_symbol (symbol, initial_weight, callback) - symbol îïðåäåëÿåò èìÿ
ñèìâîëà, initial_weight - èçíà÷àëüíûé âåñ, callback - ñòðîêà ñ èìåíåì
ôóíêöèè:

local m = rspamd_config:get_metric('default')

if m then

m:register_symbol('TEST', 1.0, 'some_callback')

end

Ïîñëå ðåãèñòðàöèè îáðàáîò÷èêà ñèìâîëà ýòîò îáðàáîò÷èê áóäåò âûçûâàòüñÿ
rspamd îáû÷íûì îáðàçîì, èñïîëüçóÿ ïëàíèðîâùèê ñèìâîëîâ (ýòî ïîäðîáíî
îïèñàíî â 3.2).

9.2 Îáðàáîò÷èê ïðàâèëà

Îáðàáîò÷èê ïðàâèëà - ýòî ôóíêöèÿ, ðåàëèçóþùàÿ ëîãèêó ïðàâèëà. Â êà÷å-
ñòâå ïàðàìåòðà îíà ïðèíèìàåò îáúåêò task, èç êîòîðîãî ìîæíî èçâëå÷ü ðàçëè÷-
íóþ èíôîðìàöèþ î ñîîáùåíèè. Ïîñëå âûïîëíåíèÿ ëîãèêè ðàáîòû îáðàáîò÷èê
ìîæåò âñòàâèòü ñèìâîë, èñïîëüçóÿ òîò æå îáúåêò task. Òàêèì îáðàçîì òèïè÷-
íàÿ ôóíêöèÿ-îáðàáîò÷èê âûãëÿäèò ñëåäóþùèì îáðàçîì:

function some_callback(task)

if some_condition(task) then
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task:insert_result(metric, symbol, 1)

end

end

Ôóíêöèÿ insert_result ïðèíèìàåò â êà÷åñòâå ïàðàìåòðîâ èìÿ ìåòðèêè, èìÿ
ñèìâîëà, âåñ è íåîáÿçàòåëüíûé ñïèñîê ñòðîêîâûõ ïàðàìåòðîâ, êîòîðûå áóäóò
àññîöèèðîâàíû ñ ýòèì ñèìâîëîì. Îáúåêò task ïðåäîñòàâëÿåò ðÿä ôóíêöèé,
ïîçâîëÿþùèõ ñîçäàòü ëîãèêó ïðàâèëà ôèëüòðàöèè:

• get_received_headers() - âîçâðàùàåò ìàññèâ èç îáðàáîòàííûõ çàãîëîâêîâ
Received â âèäå òàáëèöû:

� h['from_hostname'] - hostname, îòêóäà ïîëó÷åíî ñîîáùåíèå

� h['from_ip'] - ip, îòêóäà ïîëó÷åíî ñîîáùåíèå

� h['real_hostname'] - hostname, ðàñïîçíàííîå ñàìèì ðåëååì

� h['real_ip'] - ip, êîòîðûé ñîîòâåòñòâóåò real_hostname

� h['by_hostname'] - hostname ñàìîãî ðåëåÿ

received çàãîëîâêè â ìàññèâå èäóò â îáðàòíîì ïîðÿäêå, òî åñòü, ïåðâûå
ðåëåè ïèñüìà áóäóò ïåðâûìè ýëåìåíòàìè ìàññèâà

• get_raw_headers() - âîçâðàùàåò ñòðîêó, ñîäåðæàùóþ âñå çàãîëîâêè ñî-
îáùåíèÿ â íåðàçîáðàííîì âèäå

• get_text_parts() - âîçâðàùàåò ìàññèâ îáúåêòîâ òèïà text_part

• get_urls() - âîçâðàùàåò ìàññèâ ñòðîê, ñîäåðæàùèõ èçâëå÷åííûå èç ñîîá-
ùåíèÿ URL'è

• get_message() - âîçâðàùàåò îáúåêò òèïà ñîîáùåíèå

• get_recipients() - âîçâðàùàåò ìàññèâ ïîëó÷àòåëåé ïèñüìà, ïåðåäàííûõ â
õîäå smtp äèàëîãà (êîìàíäàìè RCPT TO:)

• get_from() - âîçâðàùàåò àäðåñ îòïðàâèòåëÿ ïèñüìà, ïåðåäàííûõ â õîäå
smtp äèàëîãà (êîìàíäà MAIL FROM:)

• get_helo() - âîçâðàùàåò çíà÷åíèå HELO

• get_from_ip() - âîçâðàùàåò ip àäðåñ, îòêóäà íàì ïðèøëî äàííîå ïèñüìî

Îáúåêò ¾message¿ ïðèìåíÿåòñÿ äëÿ ìàíèïóëÿöèé ñ çàãîëîâêàìè:

• get_header(headername) - âîçâðàùàåò ìàññèâ âñåõ çíà÷åíèé çàãîëîâêîâ
ñ òàêèì èìåíåì (ìîæåò áûòü ìàññèâ èç îäíîãî ýëåìåíòà, åñëè òàêîé
çàãîëîâîê â ñîîáùåíèè ïðåäñòàâëåí åäèíîæäû)

• set_header(headername, headervalue) - óñòàíàâëèâàåò çàäàííûé çàãîëîâîê

Îáúåêò text_part ïðåäíàçíà÷åí äëÿ ìàíèïóëÿöèé ñ òåêñòîâûì ñîäåðæèìûì
ñîîáùåíèÿ:

• get_content() - âîçâðàùàåò òåêñòîâîå ñîäåðæèìîå ÷àñòè
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• is_html() - âîçâðàùàåò true, åñëè äàííàÿ ÷àñòü ïðåäñòàâëÿåò ñîáîé HTML

• is_empty() - âîçâðàùàåò true, åñëè äàííàÿ ÷àñòü íå ñîäåðæèò òåêñòà

• get_fuzzy() - âîçâðàùàåò ñòðîêó ñ íå÷åòêèì õåøåì äëÿ äàííîãî ñîîáùå-
íèÿ

Ïðèìåð ôóíêöèè-îáðàáîò÷èêà:

function received_cb (task)

local recvh = task:get_received_headers()

for _,rh in ipairs(recvh) do

if rh['real_ip'] then

local parts = task:get_text_parts()

for _,part in ipairs(parts) do

if not part:is_empty() then

local text = part:get_content()

if some_filter(text) then

task:insert_result(metric, symbol, 1)

end

end

end

end

end

end

9.3 Èñïîëüçîâàíèå DNS

Äëÿ ìíîãèõ çàäà÷ ôèëüòðàöèè ñîîáùåíèé èñïîëüçóþòñÿ ðàçëè÷íûå DNS
çàïðîñû, ïîýòîìó lua èíòåðôåéñ ïðåäîñòàâëÿåò âîçìîæíîñòü ïëàíèðîâàíèÿ
DNS çàïðîñîâ, èñïîëüçóÿ îáúåêò task:

• resolve_dns_a(host, callback) - âûïîëíÿåò ïðÿìîå ïðåîáðàçîâàíèå èìåíè
host, ïîñëå ÷åãî âûçûâàåò îáðàáîò÷èê callback

• resolve_dns_ptr(ip, callback) - òî æå, ÷òî è ïðåäûäóùåå, íî âûïîëíÿåò
îáðàòíîå ïðåîáðàçîâàíèå ip

Òàê êàê DNS ïðåîáðàçîâàíèÿ îñóùåñòâëÿþòñÿ àñèíõðîííî, òî íåîáõîäèìî çà-
äàâàòü îáðàáîò÷èê, êîòîðûé áóäåò âûçûâàòüñÿ ïî çàâåðøåíèþ DNS çàïðîñà.
Îáðàáîò÷èê èìååò ñëåäóþùèé âèä:

function dns_cb(task, to_resolve, results, err)

• task - îáúåêò task

• to_resolve - ñòðîêà, ñîäåðæàùàÿ èìÿ õîñòà èëè ip, äëÿ êîòîðîãî âûïîë-
íÿëîñü ïðåîáðàçîâàíèå
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• results - ìàññèâ, ñîäåðæàùèé ip àäðåñà (äëÿ ïðÿìîãî ïðåîáðàçîâàíèÿ)
èëè æå èìÿ õîñòà (äëÿ îáðàòíîãî). Â ñëó÷àå îøèáêè ýòîò ïàðàìåòð èìååò
çíà÷åíèå nil

• err - ñòðîêà, îïèñûâàþùàÿ îøèáêó (èëè nil, åñëè ïðåîáðàçîâàíèå óñïåøíî
çàâåðøèëîñü)

Ïðèìåð ôóíêöèè-îáðàáîò÷èêà ðåçóëüòàòîâ DNS çàïðîñà:

function dns_cb(task, to_resolve, results, err)

if results then

local _,_,rbl = string.find(to_resolve, '%d+\.%d+\.%d+\.%d+\.(.+)')

task:insert_result(metric, symbol, 1, rbl)

end

end

9.4 Èñïîëüçîâàíèå ôàéëîâ-ñïèñêîâ

Â lua ïëàãèíàõ ìîæíî çàäàâàòü è èñïîëüçîâàòü ôàéëû ñïèñêîâ, êàê ýòî
îïèñàíî â ï. 4.1. Ýòî ïîëåçíî, êîãäà â lua íåîáõîäèìî èñïîëüçîâàòü íåêîòîðûå
äàííûå, êîòîðûå áû àñèíõðîííî îáíîâëÿëèñü â ïðîöåññå ðàáîòû rspamd. API
ïî ðàáîòå ñî ñïèñêàìè ñîæåðæèò ñëåäóþùèå ôóíêöèè:

• rspamd_con�g:add_radix_map (string) - äîáàâëÿåò îïðåäåëåíèå ñïèñêà,
ñîäåðæàùåãî ip àäðåñà è ñåòè. Ïðè óäà÷íîì äîáàâëåíèè âîçâðàùàåòñÿ
îáúåêò òèïà rspamd_radix, êîòîðûé ìîæåò èñïîëüçîâàòüñÿ â îáðàáîò÷è-
êàõ ñèìâîëîâ äëÿ îïðåäåëåíèÿ íàëè÷èÿ â êàêîì-ëèáî ñïèñêå çàäàííîãî
ip;

• rspamd_con�g:add_hash_map (string) - äîáàâëÿåò îïðåäåëåíèå ñïèñêà
ñòðîê (äîìåíîâ), ïðè óñïåøíîì äîáàâëåíèè âîçâðàùàåò îáúåêò òèïà rspamd_hash.

Èñïîëüçîâàòü ñïèñêè öåëåñîîáðàçíî â ôóíêöèÿõ-îáðàáîò÷êèêàõ, òàê êàê ñðàçó
æå ïîñëå äîáàâëåíèÿ ýòè ñïèñêè ìîãóò îêàçàòüñÿ ïóñòûìè. Îáúåêòû, âîçâðà-
ùàåìûå ôóíêöèÿìè, ðåãèñòðèðóþùèìè ôàéëû ñïèñêîâ, èìåþò ìåòîä get_key,
ïîçâîëÿþùèé îïðåäåëèòü íàëè÷èå êàêîãî-ëèáî ýëåìåíòà â ñïèñêå. Äëÿ ñïèñ-
êîâ ip àäðåñîâ ýòîò îáúåêò ïðèíèìàåò öåëîå ÷èñëî, äëÿ ñïèñêà ñòðîê - ñòðîêó.
Ïðîñòîé ïðèìåð èñïîëüçîâàíèÿ ñïèñêîâ.

Ðåãèñòðàöèÿ:

local radix_list = nil

local host_list = nil

radix_list = rspamd_config:add_radix_map ('http://somehost/ip.list')

host_list = rspamd_config:add_hash_map ('http://otherhost/host.list')

Èñïîëüçîâàíèå â îáðàáîò÷èêå ñèìâîëà:

function check_whitelist (task)
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-- check client's ip

local ipn = task:get_from_ip_num()

if ipn and radix_list then

local key = radix_list:get_key(ipn)

if key then

task:insert_result(metric, symbol_ip, 1)

end

end

-- check client's from domain

local from = task:get_from()

if from and host_list then

-- extract domain part

local _,_,domain = string.find(from, '@(.+)>?$')

local key = host_list:get_key(domain)

if key then

task:insert_result(metric, symbol_from, 1)

end

end

end
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Perl API rspamd

Äëÿ îáðàáîòêè ñîîáùåíèé ñèñòåìîé rspamd áûëî ñîçäàíî ïðîñòîå perl api
äëÿ ïðîâåðêè ñîîáùåíèé ñèñòåìîé rspamd è îáó÷åíèÿ ñèñòåìû rspamd. Äàííîå
API ñîäåðæèòñÿ â ìîäóëå Mail::Rspamd::Client. Èñïîëüçîâàíèå API äîñòàòî÷íî
òðèâèàëüíî:

#!/usr/bin/perl -w

use Mail::Rspamd::Client;

my $testmsg;

while (<>) {

$testmsg .= $_;

}

my $client = new Mail::Rspamd::Client(

{

port => 11333,

hosts => ['localhost:11333',],

ip => '127.0.0.1'

}

);

if ($client->ping()) {

print "Ping is ok\n";

}

my $result = $client->check($testmsg);

if ($result && $result->{'default'}->{'isspam'} eq 'True') {

print "spam\n";

} else {

print "ham\n";

}

Ðåçóëüòàòû îáðàáîòêè ñîîáùåíèÿ âîçâðàùàþòñÿ â âèäå ññûëêè íà õåø, êîòî-
ðûé èíäåêñèðîâàí ïî ìåòðèêàì. Êàæäàÿ èç ìåòðèê, â ñâîþ î÷åðåäü, òàêæå
ÿâëÿåòñÿ ññûëêîé íà õåø, ñîäåðæàùèé ïîëÿ:
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• isspam - ñòðîêà 'True' èëè 'False'

• score - âåñ ñîîáùåíèÿ

• threshold - ïðåäåëüíûé âåñ äàííîé ìåòðèêè

• symbols - ìàññèâ ñèìâîëîâ äëÿ äàííîãî ñîîáùåíèÿ

Ìîäóëü èìååò âíóòðåííþþ ëîãèêó ðàáîòû ñ íåñêîëüêèìè ñåðâåðàìè rspamd,
âûáèðàÿ êàæäûé ðàç ñëó÷àéíûé ñåðâåð, à òàêæå ïîìå÷àÿ äîëãî íå ðàáîòàþ-
ùèå ñåðâåðà, èñêëþ÷àÿ èõ èç ñïèñêà àêòèâíûõ íà íåêîòîðîå âðåìÿ. Ïðè ñîçäà-
íèè Mail::Rspamd::Client òàêæå ìîæíî óêàçàòü ïàðàìåòð from (çíà÷åíèå SMTP
êîìàíäû mail from), ïàðàìåòð rcpt (ìàññèâ SMTP êîìàíä rcpt to) è user (àâ-
òîðèçèðîâàííûé ïîëüçîâàòåëü SMTP). Ïîëíûé ñïèñîê ïàðàìåòðîâ:

• username - èìÿ ïîëüçîâàòåëÿ (ñòðîêà)

• ip - ip àäðåñ, ñ êîòîðîãî ïðèøëî ñîîáùåíèå (ñòðîêà)

• subject - òåìà ïèñüìà (äëÿ íå mime ñîîáùåíèé)

• timeout - âðåìÿ îæèäàíèÿ â ñåêóíäàõ (÷èñëî)

• password - ïàðîëü äëÿ êîìàíä êîòðîëëåðà (ñòðîêà)

• stat�le - èìÿ ñèìâîëà ôàéëà ñòàòèñòèêè äëÿ îáó÷åíèÿ (ñòðîêà)

• weight - âåñ ñîîáùåíèÿ äëÿ êîìàíä fuzzy_add è learn (÷èñëî)

• imap_search - ñòðîêà ïîèñêà ïî IMAP (ñòðîêà)

Äëÿ âûïîëíåíèÿ êîìàíäû íà âñåõ ñåðâåðàõ èñïîëüçóåòñÿ êîìàíäà do_all_cmd,
âîçâðàùàþùàÿ õåø âèäà host => %results.
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Èñïîëüçîâàíèå HTTP

Redirector

HTTP ðåäèðåêòîð ïðåäñòàâëÿåò ñîáîé óòèëèòó, êîòîðàÿ óìååò ïðîâåðÿòü
ðàçëè÷íûå ñïîñîáû HTTP ðåäèðåêòîâ è âûäàâàòü ðåàëüíûé URL äëÿ ëþ-
áîãî çàäàííîãî. Äàííàÿ óòèëèòà ïðåäíàçíà÷åíà äëÿ ïðîâåðêè URL'åé âèäà
tinyurl.com, youfrog.com è ïðî÷èõ ñåðâèñîâ ¾êîðîòêèõ¿ URL'åé. HTTP ðåäè-
ðåêòîð ðàáîòàåò êàê îáû÷íûé HTTP ñåðâåð è ïðèíèìàåò ñòàíäàðòíûå çàïðîñû
âèäà:

GET /url_to_resolve HTTP/1.0

Äëÿ ðàáîòû URL ðåäèðåêòîð òðåáóåò ðÿä perl ìîäóëåé:

• HTTP::Request - îáðàáîòêà HTTP çàïðîñîâ;

• POE (Component::Server::TCP Filter::HTTPD Component::Client::HTTP) -
äëÿ àñèíõðîííîé îáðàáîòêè ñîåäèíåíèé;

• HTML::HeadParser - äëÿ ïàðñèíãà HTTP çàãîëîâêîâ;

• SWF::Element - äëÿ îáðàáîòêè SWF (adobe �ash) ðåäèðåêòîâ;

• Cache::Memcached::Fast - äëÿ õðàíåíèÿ êåøà URL'åé;

• Digest::SHA256 - äëÿ èíäåêñàöèè õåøà;

• Proc::Daemon, Proc::PidUtil - äëÿ äåìîíèçàöèè è óïðàâëåíèÿ ïðîöåññîì;

• URI::Escape - äëÿ íîðìàëèçàöèè URL'åé.

Íàñòðîéêà óòèëèòû îñóùåñòâëÿåòñÿ ïðàâêîé ñêðèïòà rspamd-redirector, êîíôè-
ãóðàöèîííûå ïàðàìåòðû íàõîäÿòñÿ â õåøå %cfg:

our %cfg = (
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port => 8080, # Ïîðò äëÿ ïðèåìà ñîåäèíåíèé

max_size => 102400, # Ìàêñèìàëüíûé ðàçìåð ïðèíèìàåìûõ äàííûõ

http_timeout => 5, # Òàéìàóò ñîåäèíåíèé (ñåêóíäû)

max_rec => 5, # Ìàêñèìóì ïîäçàïðîñîâ

pidfile => '/var/run/rspamd/redirector.pid',# Ïóòü äî ôàéëà pid'à

logfile => '/var/log/rspamd-redirector.log',# Ïóòü äî log ôàéëà

do_log => 0, # Âêëþ÷èòü ëîãèðîâàíèå çàïðîñîâ

debug => 0, # Âêëþ÷èòü îòëàäî÷íóþ èíôîðìàöèþ

memcached_servers => # Ñåðâåðà êåøà URL'åé

[

{ address => 'localhost:11211', weight => 2.5 },

],

digest_bits => 256, # ×èñëî áèò â êëþ÷å êåøà

cache_expire => 3600, # Âðåìÿ â ñåêóíäàõ õðàíåíèÿ çàïèñè êåøà

user => '@RSPAMD_USER@', # Ïîëüçîâàòåëü

group => '@RSPAMD_GROUP@', # Ãðóïïà

);

Äëÿ ðàáîòû ñ redirector'îì íåîáõîäèìî ó÷èòûâàòü ñëåäóþùåå: ïðè îïðåäåëåí-
íè ðåäèðåêòà rspamd-redirector äåëàåò ïîëíîöåííûé http çàïðîñ, òî åñòü, åñ-
ëè ìû áóäåì ïûòàòüñÿ ðàçðåøèòü çàïðîñû ñ ðàçëè÷íûìè GET ïàðàìåòðàìè
â URL (íàïðèìåð http://some_evil_host/unsubscribe?email=good@email.com),
òî òåì ñàìûì ìîæåì çàíåñòè ¾õîðîøèå¿ àäðåñà â ñïèñêè ñïàìåðîâ. Êðîìå
ýòîãî, ïîÿâëÿåòñÿ âîçìîæíîñòü îðãàíèçîâàòü àòàêó íà íåêîòîðûé http ñåðâåð,
ïîñëàâ ìíîãî ïèñåì, ñîäåðæàùèõ åãî àäðåñ. Ïîýòîìó ïðîâåðÿòü ðåäèðåêòû
ìîæíî òîëüêî ó ïðîâåðåííûõ äîìåíîâ. Äëÿ ýòîãî èñïîëüçóþòñÿ íàñòðîéêè ìî-
äóëÿ surbl â ñàìîì rspamd (òàê êàê èìåííî ìîäóëü surbl îòâå÷àåò çà ðàáîòó ñ
ðåäèðåêòîðîì):

.module 'surbl' {

...

redirector = "localhost:8080";

# Connect timeout for redirector

redirector_connect_timeout = "1s";

# IO timeout for redirector

redirector_read_timeout = "10s";

# Maps for hosts that should be checked with redirector

redirector_hosts_map = "http://some_host/redirector.hosts";

...

};

Ïðè ýòîì ñïèñîê redirector_hosts_map ñîäåðæèò äîìåíû, êîòîðûå áóäóò ïåðåä
ïðîâåðêîé ïî surbl ëèñòàì ïðîâåðÿòüñÿ íà íàëè÷èå ðåäèðåêòîâ (òî åñòü, èìåííî
â òîì âèäå, ÷òî áóäåò ïðè surbl çàïðîñå - 2 èëè 3 êîìïîíåíòà èìåíè õîñòà).
Êåø URL'åé îáÿçàòåëåí äëÿ ðàáîòû ðåäèðåêòîðà, òàê êàê â ïðîòèâíîì ñëó÷àå
ìàññîâàÿ ðàññûëêà ñ îäèíàêîâûì URL'åì ïðèâåäåò ê áîëüøîìó ÷èñëó http
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çàïðîñîâ. Êðîìå ýòîãî, êåø URL'åé ñóùåñòâåííî óñêîðÿåò ðàáîòó ðåäèðåêòîðà.
Ëîã ôàéë ðåäèðåêòîðà ïîçâîëÿåò óâèäåòü, êàêèå ðåäèðåêòû áûëè ðàñïîçíàíû è
èõ òèï: HTTP ðåäèðåêò, HTML ðåäèðåêò (òåã meta refresh), JavaScript ðåäèðåêò
(location = ...), SWF ðåäèðåêò èëè æå êåøèðîâàííûé ðåäèðåêò (íàéäåííûé â
memcached). Âçàèìîäåéñòâèå ñ ðåäèðåêòîðîì âîçìîæíî íå òîëüêî èç rspamd,
íî è èç ëþáîãî äðóãîãî ïðèëîæåíèÿ, ðàáîòàþùåãî ïî HTTP ïðîòîêîëó.
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Ãëàâà 12

Õðàíèëèùå íå÷åòêèõ

õåøåé

Íå÷åòêèé õåø (fuzzy hash) îòëè÷àåòñÿ îò îáû÷íîãî òåì, ÷òî ïðè íåáîëüøîì
èçìåíåíèè â èñõîäíîì òåêñòå, îí òàêæå ìåíÿåòñÿ íåçíà÷èòåëüíî. Òðàäèöèîí-
íûé (êðèïòîãðàôè÷åñêèé) õåø â òàêîì ñëó÷àå ìåíÿåòñÿ ñèëüíî. Ýòà îñîáåí-
íîñòü ïîçâîëÿåò èñïîëüçîâàòü íå÷åòêèå õåøè äëÿ îïðåäåëåíèÿ ñòåïåíè ïîõîæå-
ñòè òåêñòîâ (ó ïîõîæèõ òåêñòîâ áóäóò ïîõîæèå íå÷åòêèå õåøè). Ýòà îïåðàöèÿ
ÿâëÿåòñÿ áîëåå áûñòðîé, ÷åì ñðàâíåíèå òåêñòîâ, êðîìå ýòîãî, íå÷åòêèå õå-
øè ìîæíî õðàíèòü, ñðàâíèâàÿ ñ íèìè âïîñëåäñòâèå ïîëó÷åííûå ñîîáùåíèÿ. Â
rspamd åñòü âîçìîæíîñòü èñïîëüçîâàíèÿ õðàíèëèùà íå÷åòêèõ õåøåé äëÿ ïðî-
âåðêè ñîîáùåíèé. Ïðè ýòîì ñ÷èòàþòñÿ õåøè âñåõ òåêñòîâûõ ÷àñòåé ñîîáùåíèÿ,
à çàòåì ýòè õåøè ïðîâåðÿþòñÿ íà íàëè÷èå â õðàíèëèùå (ñ îïðåäåëåííûì ïðî-
öåíòîì îøèáêè). Äëÿ õðàíèëèùà õåøåé ñîçäàåòñÿ ñïåöèàëüíûé ïðîöåññ fuzzy,
êîòîðûé ðàáîòàåò ñ ðàáî÷èì ïðîöåññîì rspamd ïî UDP ïðîòîêîëó. Íåñêîëüêî
õðàíèëèù ñîçäàþò îáùåå õðàíèëèùå õåøåé, êàæäûé èç ýëåìåíòîâ êîòîðîãî
ñîäåðæèò ÷àñòü õåøåé. Ïðè äîáàâëåíèè èëè óäàëåíèè íîâîãî õðàíèëèùà â îá-
ùåå õðàíèëèùå, âñå äàííûå õåøåé òåðÿþòñÿ (âîçìîæíî, ýòî áóäåò óñòðàíåíî â
áóäóùåì). Ïðè ïðîâåðêå õåøà âûáèðàåòñÿ îäíî èç õðàíèëèù (ñîîòâåòñòâåííî
õåøó) è íà íåãî øëåòñÿ çàïðîñ. Ïðè çàïèñè õåøà âûáèðàåòñÿ òî æå ñàìîå õðà-
íèëèùå, ÷òî è ïðè ïðîâåðêå. Çàïèñü è óäàëåíèå õåøà èç îáùåãî õðàíèëèùà
îáåñïå÷èâàåòñÿ êîìàíäàìè fuzzy_add è fuzzy_del íà ëþáîì èç êîíòðîëëåðîâ,
èñïîëüçóþùèõ äàííîå õðàíèëèùå. Ýòî ìîæíî äåëàòü, íàïðèìåð, èñïîëüçóÿ
êëèåíò rspamc:

rspamc fuzzy_add < message_to_add.eml

rspamd fuzzy_del < message_to_del.eml

Íàñòðîéêà õðàíèëèùà îáåñïå÷èâàåòñÿ ñîçäàíèåì çàïèñè äëÿ ïðîöåññà fuzzy
storage:

worker {

type = "fuzzy";

# Bind socket for fuzzy interface

bind_socket = *:11335;

count = 1;
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# Path to filesystem storage

hashfile = "/tmp/fuzzy.db";

# Expire time for hashes in storage (h - for hours, d - for days)

expire = "10d";

};

Äëÿ óâåëè÷åíèÿ ïðîèçâîäèòåëüíîñòè õðàíèëèùà ìîæíî çàìåíèòü íå÷åòêèé ïî-
èñê íà ïîèñê òî÷íîãî ñîîòâåòñòâèÿ, à òàêæå óñòàíîâêîé libJudy (judy arrays).
Ïîñëå ýòîãî íåîáõîäèìî ïåðåñîáðàòü rspamd (libJudy îáíàðóæèâàåòñÿ àâòîìà-
òè÷åñêè) è óêàçàòü â íàñòðîéêàõ fuzzy worker'à ïàðàìåòð:

use_judy = "yes";

Íàñòðîéêà hash�le èñïîëüçóåòñÿ äëÿ óêàçàíèÿ ôàéëà, â êîòîðûé ïåðèîäè÷åñêè
áóäóò çàïèñûâàòüñÿ ïîëó÷åííûå â õðàíèëèùå õåøè (÷àñòîòà ñèíõðîíèçàöèè ñ
ôàéëîì çàâèñèò îò èíòåíñèâíîñòè ìîäèôèêàöèé â õðàíèëèùå, òàêæå ñèíõðî-
íèçàöèÿ ïðîèñõîäèò ïðè çàâåðøåíèè ïðîöåññà fuzzy storage). Äëÿ íàñòðîéêè
êëèåíòñêîé ÷àñòè õðàíèëèùà èñïîëüçóåòñÿ ìîäóëü fuzzy_check:

.module 'fuzzy_check' {

metric = "default";

symbol = "R_FUZZY";

# List of fuzzy storage servers, separated by ',' or ';' or simple by spaces

servers = "localhost:11335;some_host:11335";

};

Ïîñëå íàñòðîéêè êëèåíòñêîé ÷àñòè ñ óêàçàííûìè ñåðâåðàìè íà÷èíàåò ðàáî-
òàòü êàê ðàáî÷èé ïðîöåññ (äëÿ ïðîâåðêè ñîîáùåíèé), òàê è êîíòðîëëåð (äëÿ
çàïèñè/óäàëåíèÿ õåøåé èç õðàíèëèùà).
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Ãëàâà 13

CGI èíòåðôåéñ rspamd

Rspamd èìååò ïðîñòîé èíòåðôåéñ äëÿ óïðàâëåíèÿ êëàñòåðîì ñåðâåðîâ ïðè
ïîìîùè âåá áðàóçåðà. Èíòåðôåéñ ïîçâîëÿåò âûïîëíÿòü îñíîâíûå êîìàíäû
(ïðîâåðêà ñîîáùåíèé, îáó÷åíèå rspamd, îïåðàöèè ñ fuzzy õåøàìè, ñòàòèñòèêà)
íà âûáðàííûõ ñåðâåðàõ. Äëÿ ïåðåäà÷è ñîîáùåíèÿ rspamd èñïîëüçóåòñÿ ëèáî
ïîëå òåêñòîâîãî ââîäà, ëèáî íåïîñðåäñòâåííàÿ çàãðóçêà ôàéëà. Åñëè èñïîëüçó-
åòñÿ ïîëå òåêñòîâîãî ââîäà è ñîîáùåíèå ââîäèòñÿ â íåãî áåç mime çàãîëîâêîâ
(íàïðèìåð, äëÿ îáó÷åíèÿ), òî èíòåðôåéñ àâòîìàòè÷åñêè âñòàâëÿåò çàãîëîâêè
ïî óìîë÷àíèþ è ïåðåäàåò ñîñòàâëåííîå òàêèì îáðàçîì ñîîáùåíèå äëÿ îáðàáîò-
êè rspamd. Çàïóñê CGI èíòåðôåéñà âîçìîæåí äâóìÿ ñïîñîáàìè: êàê standalone
ñåðâåðà è êàê cgi ñêðèïòà. Ïåðâûé ñïîñîá ïîäõîäèò äëÿ òåñòîâîé ðàáîòû èëè
æå äëÿ èñïîëüçîâàíèÿ â îäèí ïîòîê. Âòîðîé ñïîñîá ëèøåí ýòèãî íåäîñòàòêà,
íî òðåáóåò íàëè÷èÿ íàñòðîåííîãî âåá ñåðâåðà. Äëÿ ðàáîòû ñ rspamd èñïîëü-
çóåòñÿ ìîäóëü Mail::Rspamd::Client, îïèñàííûé ðàíåå. Àðãóìåíòû çàïóñêà CGI
èíòåðôåéñà:

• -standalone - çàïóñê â âèäå standalone http ñåðâåðà

• -port - ïîðò äëÿ çàïóñêà

• -host - èìÿ õîñòà äëÿ çàïóñêà standalone ñåðâåðà

• -cfg - èìÿ ôàéëà, ñîäåðæàùåãî ñïèñîê ñåðâåðîâ, ñ êîòîðûìè áóäåò ðàáî-
òàòü CGI èíòåðôåéñ
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